Network Security Profiles
A Collection (hodgepodge) Of Stuff
Hackers Know About Y ou
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1997 — 2002 and beyond...
All rights reserved.

W e e 1
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L_ 5 ¥s tem EXPERTS

Just checking...

= Thisislinel (28 pt font - TITLES)

= Thiswould beline2 (24 pt font - BULLETS)

= Thisisclearly line3 (18-20 pt font- SUB BULLETYS)

« Thisisdefinitely line 4 (18 pt font - legal and commentary stuff :-)

= Canyou hear me? Check 1...2...3...Check
= Isittoo hot? Too cold?
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Reader’ s Digest of the Tutorial

« Hacker = Determined Intruder = Diligence
« learn exactly what components are in place (the profile) to enable

focused research (and almost guarantee some level of intrusion

success)
= paying attention to small detailsin both what you see and don’t see

»« Theamount of traffic (other than DoS) needed to profile
your site is small and the amount of information available
to research vulnerabilities to discover exploitsis huge

» Sigh...the protocols we depend on are responsible for
many of the hard to see, catch, stop, or manage exploit
problems
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Hodgepodge: you gotta’ be kiddin' me!

= Security isahodgepodge because

= Most sites are under several spans of control
= Organizational, geographical, political

= Most sites have many operating systems
= Mmost sites have many security vendors
= MOst sites use a combination of security

= the building blocks = authentication, authorization, auditing
= the mortar = firewalls, proxies, routers, intrusion detection,
gateways

= IntegrationisVERY hard, ergo hodgepodge
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Hacker/Intruder Mentality

= Motivation: access to resources that were intended to be
private or restricted

=« Methods: exploit loopholes, configuration weakness,
protocol oddities, and application & Operating System
implementation “mistakes’
= your profile specificswill “tell” what’s possible!

= Means. any means
= Vviathe network ismost suitable for lack of detection, wealth of
resources, and difficulty in prosecuting

6

©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L_ 5} stem EXPERTS




What the courseis...

= A overview of various ways that people can learn
the details of your environment: and how that
worksto their advantage in “finding” exploitsto
use against you
= Examples
= how to profile, what protocolsto look “out” for
= Tools, techniques, URLS
- exampleslargely public domain (so you can try it)
= commercial tools also described briefly
= Focus on what’ s happening “now”
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What the courseisn't...

Host based or inside jobs
= escalating privileges
Buffer overflow or browser (frame) exploits
Social engineering
Operating system specific

THIS COURSE IS...for dl TCP/IP environments
=« UNIX
= Apple
« Windows, NT
« Mainframes
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What the Hacker KnOwZ...

ALREADY!!

- . Cron
= Profiling is easy SURL : ;A;@N
= lotsof tools ——» Dig . Showmount
. Discover . Smurf
] IOtS Of teChanues Daniff . Stacheldraht
’ E
= Today’s networks are e i
hard to manage Jzz . TearDrop
. : . Land
- integrationis hard - TEN&TFN2K
J Nmap . Traceroute
- the 3 A’sare complex Nessus Trinoo
Netcat - Udp_scan
Nsat . Whisker
Nslookup . Whois
. Ping
= next...Profiling Queso
SAINT
SARA
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Where are We?
« Profiling Protocols
- Anexample « SSL
= Intrusions = DNS
« SNMP
= Web
=« Wireess
« Discovery and DoS Epilog
= Discovery = Top10ishTTD
= Denia of Service « References
10
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An Example

= Workstation flexibility
= OSrunning Solaris, Linux, NT, Windows, Trinux, or
anything else that runs on Intel

be compatible with the system you are profiling

« 200MHzisfine, infact, 66MHz is plenty fast!
= 32M memory isfine, infact, 16M will do

= Network using ISDN, Ethernet, internal V.90 modem,

or external modem
= except for aspecial few tasks, 28.8 isfine

= Storage using SCSI, CD, ZIP, floppy, DVD
« OK, the DVD isto help whenI’m bored!
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Rudimentary Data Gathering
« Internet = |P space, rate of change, name and
. whois -h arin.net mail servers, contact information
= whois -h internic.net _
_ ) » Reachable hosts (particularly
- whois-hicann.net useful on Internal probe)
= Whois -h newregistrars.net . latency: for timeouts
= whois - register.com
= whois-h ???.net
= SCOTTY = Management, topology, and
= discover -icmp x.y.z gateway data
« discover -snmp x.y.z
= Network sniffer
- seewhat really happens... = Traffic and protocol flow
and what doesn’t happen
12
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Port, DNS, and SNMP Data Gathering

= For hostinlist
strobe and nmap $host

= For hostinlist
nsookup $host
nsookup $IP
dig $host
tracer oute $host

» Attempt DNS zone

transfer
« dig axfr @place zone.com

» For hostin snmp_list
Scotty < DONE
snmp session -address $host
snmp0 walk x “mib-2" { puts $x }
DONE
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Gather list of potential TCP/IP
services and well-known exploits

Gather naming information,
conventions

Under stand routing paths

Understand server relationships
(e.g., mail, DNS)

Gather MIB information
(neighbors, IP addresses,
HW profile)

Y SystemEXPERTS
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Service and Exploit Data Gathering

» For hostinftp list
echo QUIT | nc -v -w 5 -r $host ftp

» For hostintelnet list
tcp_scan -b -w 5 $host telnet

» Forhostinrpc list

scotty -c “sunrpc info $host”

» For hostinsmtp list
tcp_scan -b -w 5 $host smtp

» For hostin http_list
scotty -c “http head http://$host”
cur | $host and whisker $host

= For hostinlist

sscan $host
nsat $host
nessus $host
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Gather service version, platform, and
actual exploit data

Notice all thetools just used
(inthelast few dides)

NetCat (nc)

SATAN / SAINT / SARA
. tcp_scan

COTTY
. discover

cURL

Whisker

SScan

Nsat

Nessus

Srobe

Nmap

Dig, ndookup, traceroute

kY SystemEXPERTS
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Exploit Research

= Genera Internet security
= Www.cert.org/
- ciac.llnl.gov/
= cvemitre.org/

= Archives
= Www.deja.com/usenet
- http://packetstorm.decepticons.org/ <«— Alcatel Xylan
= http://xforce.iss.net Omnls,INléch
= Www.securityfocus.com/ forums>bugtrag->archive <ctri>

= News
= Www.google.com/
= Www.internetworld.com/
=  Www.zdnet.com/
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Exploit Research, cont.

= Hackerz

«  www.defcon.org

= Www.|Opht.com/
= Or www.atstake.com/security news

=  Www.antionline.com/
=  Www.phreaker.org
http://cultdeadcow.com

« NT Specific
= WWW.ntsecurity.net/, www.ntbugtrag.com/
« Vendors
« Microsoft, Sun, HP, IBM, Linux, Netscape, €tc.

16
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Exploit Research, cont.
Problem Areas That Won't Go Away

R CERTAOLC Cairierdt fucbivity - Micioeodt Inbammet Explorar

:|_ Fil= Edi ‘iewn Favoniss  Took Heb

1
] |E

Saivicea Hame  PortProtocol  Feletad lifenmatios

e 2Hep IR 200101, Widespresd Compromises vis ‘ramen® Tooki
1M-2000-10, Widespraad Explokation of rep.statd and wa-ftpd Wulnarabiltias
8- A1, Teea Inpud Walidation Problems In FTFO
e 002 wirftpd “site esec” ulnerability
SO0 1928.13, fdutipla Wulmnarabiities In nLLFTRD
A 193727, FTF Bouncs

desvialn S3hcp 2000102, Fduhipla Wulnarabditias in BMD
63/udp i SOC0-20 | fduHiple Clerial-of-Semics Probesms in S0 BIKMD
LeL2I00-04, Denial of Sanice Atacks using hamasarars
B SOO0- , Continuing Comgmises of MNamassmsrs
A 19014, putiple Ydnerabiities in BND
o0 1928-05, fuhipla Yunerabditias in EMD

pop 08top ipopd r
E] Tiep Clpopper biufit e e
A FET-[R, Sidnerabiity in BaAF and FOP
ELRIRE 1Macp CA-2001-05, Exploitation of enrgdmid
111fudp (BEI01-01, Widespread Compromises via ‘ramen® Tookit

L 2300-10, Widesprasd Explotation of rep. statd and wo-ftpd wulnarabiliies
A-2O00-1T | Inpud YWalidation Problemm in oo statd
0192016 | Buffer Cwarflow i Sun Sokhce AdminSuite Dasmon sadmind
C.O15956.12 | Bulfar ovaflos in amd =
'f"-"'- _'Eﬁ'_ln Bluffer ovefiow in rpe.cmsd
, Wulnerablity in statd axposes sunerability in adtarmound
'--‘7'- E 12, Rerralaly Exploitable Bumar Chamlow Walnerabliny in mountd
ﬂ 195611, Widnerabiity in ToolTak RPC sovice

nefhiog-ne 13rudp \M-2000-02, 917 YWorm
nethios-dgm 136/udp oI008, Exploitation of Unprotecied Windows Netwarking Shares
nethics- a5 138ep
rraEp 143fcp A 1950-09 | Buffer Owvedlaw i Some Implemeniadions of ISP Semers
SO-957-03, “Yuherablity in BAAP and POP :I
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L-_‘ 5 yatem EXPERTS 17
Profiling Results
» Rudimentary = What we now know
. Internet registration data = known service exposure
. al IP addresses opportunities
. SNMP agents = OStypesand vendors
= Expanded data gathering = related hacker successes
. OStypes - related hacker tools
. DNS names and conventions - recent exploits
. ISP routes = detection and prevention
. external services tools and techniques
. SMTP, POP, DNS = relevant articles and
- TCP& UDP services techniques to research and
= SNMP MIBs understand
« HTTP server exploits
18
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Automated Profiling

Port scan > Rew Normalize | Raw
Data DB
strobe, mscan,
sscan, netcat
>
Version scan DB DB Import [—Reports

scotty, netcat, satan,
mscan, sscan, dig,
curl, nessus,
nmap, whisker
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To Net it All Out

» Intrusions are too easy...why? and what to do?

= poor detection and escalation

= write down 10 critical events and create (even if brute force) scriptsto
review logs and generate events

= configurationstend to degrade over time

= Mmake aclone when you upgrade your deployment systems
= Mmany organizationsthink in terms of inside and outside

= bejust as concerned about what goes out as what comesin
= OS/application upgrades are apain

= Mmake aclone when you install a new version that works
= thereare no businessrisk/cost analysistools

= quantify your environment, problems
= integrating disparate layered technologies on multiple OS

environmentsistime consuming
= consolidate versions to reduce complexities and variables

20
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The SANS Institute: Top 10

= How To Eliminate The
Ten Most Critical Internet
Security Threats

1. BIND weaknesses: nxt, ginv and
in.named allow immediate root
compromise

2. Vulnerable CGI programs and
application extensions (e.g.,
ColdFusion) installed on web servers

3. Remote Procedure Call (RPC)
wesknesses in rpc.ttdbserverd
(ToolTalk), rpc.cmsd (Calendar
Manager), and rpc.statd that alow
immediate root compromise

4. RDS security hole in the Microsoft
Internet Information Server (11S)

5. Sendmail buffer overflow weaknesses, pipe
attacks and MIMEbo, that allow immediate
root compromise

6. sadmind and mountd

7. Globa file sharing and inappropriate
information sharing via NetBIOS and
Windows NT ports 135->139 (445 in
Windows2000), or UNIX NFS exports on
port 2049, or Macintosh Web sharing or
AppleShare/IP on ports 80, 427, and 548

8. User IDs, especially root/administrator with
no passwords or weak passwords

9. IMAP and POP buffer overflow
vulnerabilities or incorrect configuration.

10. Default SNMP community strings set to
‘public’ and ‘ private

www.sans.org/10threats.doc
www.sans.org/top20.htm
SARA is“blessed” to validate

these
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What the Hacker KnOwZ...
about profiling
= You don't need sophisticated resources
- amost any UNIX, Windows, or NT machine will do
fine

= Simple tools can generate fine-grained

Information
= Researchiseasy, will likely reveal lots of good

information, and islikely to be compelling
= next...Intrusions
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Notes.
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Where are We?
« Profiling » Protocols
= Anexample - SSL
= Intrusions - DNS
« SNMP
= Web
= Wireless
« Discovery and DoS = Epilog
= Discovery = Top10ishTTD
= Denid of Service = References
24
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I ntrusion Awareness

» RootKit - OS centric tools and techniques

Windows 2000

NT

Linux

Solaris

FreeBSD

UNIX* (universa tools)

» Keyghost —record keystrokes

www.keyghost.com/pictures.htm
KeyGhost |1 Standard 97K $139
KeyGhost Il Pro .5-2M $250-$350
KeyGhost Il Keyboard .5—2M $300 - $400
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Rootkits

= NTrootkit031.zip

root_readme.txt
copy deploy.exeand _root_.sysand run deploy.exe

= rootkitLinux.gz
= hetstat replacement (to hide address, port, socket being used)

= rootkit.zip

Z2: remove entries from utmp, wtmp, lastlog

es: ethernet sniffer

fix: fake checksums

sl: become root viamagic password sent to login
netstat and ps replacements

©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson
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| ntrusion Awareness, cont.

= Remote scanners

= Strobe, sscan, netcat, nsat, Nessus

= SATAN, SAINT, SARA

« COPS, Tiger

= €eEye Retinascan
« runson NT

= Typhoon (was CIS, was Mnemonix NT Info Scan)
« Web service, SQL, SNMP, SMTP relay

= Third party applications
= ISS- Internet Security Scanner — www.iss.net
= NetRecon — www.axent.com
= NetRanger - www.cisco.com/warp/public/cc/cisco/mkt/security/nranger/
= Kane Security Analysis - www.intrusion.com/Products/analystnt.shtml
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Intrusion Opportunities
= Large Scale environments
= scalein number of systems 12 Different
o , ifferen
= diversity = opportunity FTP verdons
= Hierarchical organizations
- fiefdoms created digjoint security configurations
= boundaries = opportunity
28
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Intrusion Opportunities, cont.

» Leading (bleeding) edge companies
= unexpected side effects of a new language or OS
= short soak time = opportunity

= http://www.cert.org/advisories/ CA-2000-15.html
= Netscape allows Java Applets to read protected resources

= http://www.cert.org/advisories/ CA-2000-12.html
= |E ActiveX HHCIrl allows remote intruders to execute arbitrary
code

= Www.cert.org/advisories/ CA-2000-02.html
= dynamically generated pagesthat are not re-verified at the server

= WWWw.ntsecurity.net
= |E ActiveX object reveals clipboard contents

= http://www.cert.org/advisories/ CA-1999-11.html
= multiple buffer overflow and RPC problems

29
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Intrusion Opportunities, cont.

« 11S(sigh...)

= Indexing service DLL: remote: arbitrary commands
= http://www.cert.org/advisories/ CA-2001-13.html

- URL decoding only 1% reference: remote: arbitrary

commands
= http://www.cert.org/advisories CA-2001-12.html

= sadmind/I1S worm: remote: arbitrary commands
= http://www.cert.org/advisories’ CA-2001-11.html

= 5.0 buffer overflow: remote: arbitrary commands
= http://www.cert.org/advisories/ CA-2001-10.html

= Microsoft sites defaced
= http://www.thereqgister.co.uk/content/8/19915.html

30
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| ntrusion Statistics

« CSlI Computer Crime

= 85% detected breaches

and Security Survey

= 65% acknowledged
www.gocsi.com/prelea 000321, financial losses
htm .
T = 40% detected a penetration

« Intrusion Detection Market from the Internet
0
Cisco 8% = 38% detected aDoS
ISS 27% = 97% of businesses have a
Axent 19% .
Intrusion.com 10% web site _
(ODS combined with Kane = 47% conduct e-business
security)
Network ICE 4%
Others 12%
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L‘_' Sf‘f"*“-'!ll EXPERTS
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|ntrusion Statistics, cont.

= CERT Advisoriesin 2000

Web (HTML, browser, ActiveX/Java):
Security infrastructure (Kerberos, PGP):
DNS/Bind:

Denial of Service:

Services (RPC, FTP):

Other:

N NN W b~ O
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|ntrusion Statistics, cont.

= CERT incidentsthru 2001 » CERT vulnerabilitiesthru 2001
- 1988 6 . 1995: 171
1989: 132 . 1996 345
1990: 252 _
1901: 406 . 1997 311
1992: 773 « 1998: 262
1993: 1,334 . 1999: 417
1994 2,340 . 2000: 1,090
1995: 2412 .
1996, 5573 . 2001 1,820 (_31-3
1997: 2134 » For complete details, see:
1998: 3,734 . www.cert.org/stats/cert stats.html
1999: 9,859
2000: 21,756
2001: 34,754 Q1-3

33
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Intrusion Example #1

. NO detection!

main Web server fine...let’slook around

= Staging server not so fine

= exploit well known Web server bug to initiate
interactive login session

= exploit trust relationship between staging server and
main Web server

= change main Web pages!

= Typical big exploit isacombination of lower level
problems

34
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Intrusion Example #1, cont.

= Vulnerabilitiesto achieve critical access

= ICMP echo alowed in (low/medium)

= hon default but easily guessed SNMP community string
(low/medium)

= hon production quality HTTP server configuration on
non production system (low)

= trust relationship between 2 systems within aclose IP
address space (low/medium)

- Xterm from DMZ address allowed out through firewall
(medium)

W e e 35
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Intrusion Example #2

s  Hack PC Week

» PC Week Labsinvited people to hack Web site running on Linux
= result: ability to change any Web pages
= didn’t require interactive session!
= details highlight how a series of incremental learning on small details
revealed HUGE vulnerability
= inanutshell

= Web site running 3rd party AD package
= intruder acquired and reviewed package source code
= scrutinized several server-side package scripts
= minor coding glitch allowed a<7K “image” to be uploaded and OS
had awell known SUID exploit
= image was actually a VERY short program:
execlp("/tmp/.bs","Is","-c",
"cp tmp/xx /home/httpd/html/index.html™,0);
= hispahack.ccc.de/en/mi019en.htm

36
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Intrusion Example #3

= NO detection!

= DNS poisoning (cache poisoning)
= populate with bogus entries

= www.foobar.edu -- w.X.y.z
= Update already populated entries (i.e., add addresses)
= Www.yahoo.com -- w.x.y.z (arbitrary address)

= original victim www.internic.net: root DNS servers
poisoned to point to www.alternic.net

. [ T s 37
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Intrusion Example #4

= NO detection!
= begin secure session (SSL) with legit login ID
= download all (possible) pagesto review

= find possible application design flaw
= modify session ID in (dynamically generated) page
= modify client side state data (in local file, or registry, or...)
= modify cookie (on disk OR in memory!)
= modify datain transit
= Achilles— proxy server to intercept, change data
www.digizen-security.com/
= begin authorized transactions on any other account
= Server assumed one time authentication and didn’t re-validate

38
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What the Hacker KnOwZ...
about intrusions

= Most problems result from a combination of
exploiting several low(er) level vulnerabilities

= Monitoring a heterogeneous distributed network is
HARD

= Yyou should detect what you can’'t prevent

= Many individuals, groups, and sites, are dedicated
to making intrusions possible

= next...Discovery

39
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Notes:

40
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Notes.
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Where are We?
» Profiling » Protocols
= Anexample - SSL
= Intrusions - DNS
« SNMP
= Web
= Wireless
« Discovery and DoS = Epilog
- Discovery = Top10ishTTD
= Denid of Service = References
42
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Discovery - Port Scans

= Direct
= TCP connect (strobe, SATAN-tcp_scan, netcat, nmap)
= UDP“connect” (SATAN-udp_scan, netcat, nmap)
= Service protocols (mscan, sscan)

= Indirect

= tunneling
= Nmap FTP Bounce
= telnet through ICMP (sneakin.tgz on PacketStorm)

= Stealth scans

note: what is “ stealthy” changes with time
= FIN or NULL
= fragmented packets
= TCP SYN (half open)

W e e 43
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Discovery - strobe

usage: strobe [options]
[-v(erbose)] [-S services_file]
[-V(erbose_stats] {_:(rgzng;nFUFZLLLT}
[-m(i ni m se)] :a abort or; n
[-d(el ete_dupes)] {host 1 [.._Phost__]n]]

[ -g(et peernane_di sabl e) ]

[-a(uiet)]

[-0 output file]

[-b begin_port_n]

[-e end_port_n]

[-t tinmeout n]

[-n num sockets_n]

44
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Strobe Example

strobe 127.0.0.1

strobe 1.03 (c) 1995 Julian Assange
(prof f @uburbi a. net).

127.
127.
127.
127.
127.
127.

0.

©coooo
©coooo

0.

W e
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ftp 21/ tcp

t el net 23/ tcp

sntp 25/tcp mail

sunr pc 111/tcp rpchind
| ockd 4045/ tcp
unknown 6000/t cp

e

45

SATAN

Released in April 1995 by Wietse Venema and Dan Farmer
to much fanfare (many negative reactions)

Help administrators assess their network security
Modular design with (very) easy to use GUI
Find well known problems

W e e Y e
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NFS file systems exported to arbitrary hosts

NFS file systems exported to unprivileged programs
NFS file systems exported via the portmapper

NIS password file access from arbitrary hosts

Old (i.e. before 8.6.10) sendmail versions

REXD access from arbitrary hosts

X server access control disabled

arbitrary files accessible viaTFTP

remote shell access from arbitrary hosts

writable anonymous FTP home directory

46




SATAN GUI

(SAINT & SARA)

SATAN Control Panel

B SATAMN Data Mansgement

W EATAN Torger selootion

& SATAN Conflmavarion Mo osemens
L] SATATN Derumenintins

& HATAN Troubleslmoting

& Caotting the Latext version of SATAN

@ Cpnlde’t yow call o sametldang other thas " EATATTY
& 'Hausthe SATAN wnoge
@ '"Haut the anthars

HE] Doone

(Security Administrator Tool for Analyzing Neiworks)

| Inkearest 3
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SAINT
= Update based on SATAN distributed denial of service
» Expanded tests excessive finger info
= DNSvulnerabilities http server exp| oits
= SNMP communlty strings Ipd over theinternet
= NFSexportissues mountd vulnerabilities
= NISpassword file access : ,
_ netbios over the internet
= Netscape vulnerabilities locin and shel
. POPissues remote login an issues
. .
. SMTPmail relay r* command issues
. SSH vulnerabilities teardrop
. Sendmail vulnerabilities NFSand X access
« TFTPfileaccess FTPissues
48
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Discovery - SAINT (SATAN Derivative)

= Verson of 3.4.4 release 11/13/01, recent additions
in the last few versions include checks for
= Nimda
. SSH
= Lotus Domino
- |pd
- WS FTP stat
= Entrust GetAccess

W 2 = 49
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Discovery — SARA
(SATAN and SAINT Derivative)

= Two versions (updated v3.4.6 version out June, 2001)

= generic SARA and SARA PRO
= hewer versions have DDoS, IS, virus tests

= author of SAINT ison the team
= approved by SANS for checking top 10 problems
= Philosophy isto integrate with existing tools
= use Nmap for OSidentification (like SAINT)
= Uuse SAMBA for SMB analysis
= SARA PRO includes
= report write

= Qgatewaysto other products
= monthly updates (much like virus detection programs)

50
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Discovery - eEye Retina Scanner

NetBIOS

HTTP, CGI, and WinCGl
ISAPI and ASP

FTP

DNS

Denial of Service
vulnerabilities

POP, SMTP and LDAP

Registry Services
= Usersand Accounts
= Password vulnerabilities
= Publishing extensions
» SQL Database Servers
« Firewalls and Routers

« Proxy Servers

= Www.eeye.com/html/Produ
cts/Retinaloverview.html

N Svrctp e . 51
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Eye Retina Scanner GUI
& Shiw - Meciosolt |miesnet Exph er proy ided by D el
Bl (ot Mew &dion Took Heo
ﬂd\imwuucm LI o ﬂﬂ'_’:ﬂ' +—I3,A.Ii' Oo-%
RAeins |
a E1- i - Ropon Stoit Date | 11700 528 130 40 aH =]
0 Fapot Amport End Daste 11424 359 1: 35 02 AR
i Tobal Commands | & 720 Commarde Ganasnd =l
G T ol Fownd | 78 Com ards Aepoied
[T .ﬁEr..l'bﬂn'pH:(ﬂﬂTM'.l:IHr-lF:l’.'l 1]
Civive il GET Aoata'pssay e il dat HTTRA O
L rimem aied GET Adatipasstssinese HTTP1.0
g HTTRM .0
MHTTRI0
G [ HTFAD
Fade It HTTPA .0
G |Conplaim Scan i | he HTTRA1.0
W HTTFA.0
Hadd x]
o et | pew [RECTEAD
el HTTRA.0
Pielaienoas LB HT TP
B Znal Scan [Paikoim protoes] identicatizn on found cpsn poir) “ﬁﬁl,ﬁuzﬂ o |
sl HTT
W Eoce Sean [Pstiom soan on hodz thal do nol respond 1o pinge] =
¥ Ewie Force (Peiboms pass mord 2nd obher buds foce operalors|
mmlact & policy o sdi from the drop dore . B o wodd e tn =
craats & e policy, smlect @ polcy bo hasw tha e ora of off,
e choh on Sk =
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i sl b
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Scan compes
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Discovery - Typhoon

« Web

« FTP, SMTP, POP3

= NT/2000 services, registry, and
audit

» |E security setttings

= NetBIOS Audit, NT/2000
SAMBA

. SOL
= ICMP
= DNS
= RPC
= UDP

= Coming soon Typhoon II,
the commercial version

= War dialing

Oracle

SSH and telnet
LDAP

X, pcAnywhere
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eEye Retina Scanner GUI

oluialelsf j= =t ol

PRI R R A DR
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Discovery - Mscan

= Multi-scan
= focused, application level scanner
= hext generation scanner
= “current” popular vulnerabilities

. Statd

= IMAP/POP

= IRIX Ip accounts

= BIND buffer overflow

= Cgi-bin programs:. phf, handler, test-cgi
= NFS exports

« X server

©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson
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From the Author...

» ./mscan -h target -c 125 -at > target.log &

This command tells mscan that at any given time, it should
be checking for vulnerabilities on 125 hosts. A Pentium
with 32 megs of ram should support thisjust fine (but if
an admin is at the console, you can bet he'll notice you

RIGHT AWAY !&!@* ). If you want to stay discreet, do

something like -C 10.

H4v3 fun k1dd13z *)& !* @* )%& ! @%& & @& (! @4

- jsbach
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Discovery - Sscan

= Mscan derivative
= another focused, more powerful application level
scanner with a scripting language built-in
= Mmulti part probe

=« TCP ACK check - if any response, do the other checks
= telnet, smtp, pop3, imap, www
= Vvulnerability check
= telnet, smtp, pop3, imap, www, sunrpc, x11, finger, domain,
Back Orifice, Ip
= connection check

= Netbios, ftp, ssh, mSQL, tcpmux
« OS check

= telnet banner and “ Queso” like check (5 packetsvs. 7) —not as
robust/successful as nsat or nmap, respectively

W s DY
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From the Author... Jsbach again

= Fromthe ReadMe
- WE TAKE FULL RESPONSIBILITY FOR EVERYTHING YOU
DOILLEGALLY WITH THIS PROGRAM.
WE CONDONE ILLEGAL AND MALICIOUSUSE OF THIS
PROGRAM.

= You could probably write awhole internet worm in the scripting
language..here's a hypothetical example:

[ edited to show just 1 line]

send[rm -rf /] #wO00hQOO!!!! dont try thisat homekidz ;)

58
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Sscan Example

= Sscan -0 host.com -c ./Sscan.conf -v

<[ tcp port: 23 (telnet) ]> <[ tcp port: 111 (sunrpc) ]>
<[ tcp port: 53 (domain) ]> <[ tcp port: 25 (smtp) |>
<[ tcp port: 21 (ftp) ]> <[ tcp port: 22 (ssh) 1>

--<[ *OS*: nsl.ispc.org: os detected: solaris 2.x
--<[ *BANNER*: telnet banner: SunOS 5.6
--<[ * rpc servicez? * |>--

<[ [prog. name -> rpchind] [port -> 111(tcp)] [vers. -> 3]

<[ [prog. name -> status] [port -> 32818(udp)] [vers. -> 1]
<[ [prog. name -> status] [port -> 32783(tcp)] [vers. -> 1]
<[ [prog. name -> nlockmgr] [port -> 4045(udp)] [vers. -> 1]
<[ [prog. name -> nlockmgr] [port -> 4045(tcp)] [vers. -> 1]
<[ [prog. name -> bootparam]| [port -> 32822(udp)] [vers. -> 1]
<[ [prog. name -> bootparam]| [port -> 32784(tcp)] [vers. -> 1]

--<[ * exports....? * |>--
--<[ *VULN*: host.com: solaris running nlockmgr.. remote overflow?Y
——————————————————————————— <[ * scan of host.com completed *
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Discovery - FTP Bounce (Tunneling)
= Normal FTP operation (non-passive)
= Client tells server host/port and server opens “data’”
connection back to client
=« Client need not tell server to come back to itself
= tell an anonymous ftp server to connect to machines
insideitsfirewall: to map the inside network
» Hard to do something other than chain FTP s but
still of concern
= can PUSH datato services/ports: e.g., SMTP, HTTP
60
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FTP Bounce Example, cont.

= Strobe -b21 -e23 10.0.1.78
Host Unreachabl e

= sStrobe -b21 -e21 128.0.254. 217

Port Nunber Protocol Servi ce
21 tcp ftp

= nmap -ports 20-32 anonynous: f oobar @ 128. 0. 254. 217
10.0.1.78
Attenpting connection to
ftp://anonynous: f oobar @ 128. 0. 254. 217: 21
Initiating TCP ftp bounce scan against 10.0.1.78
Open ports on 10.0.1. 78:
Port Nunmber Protocol Service
21 tcp ftp
22 tcp ssh
23 tcp t el net

2 TR s 61
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Discovery - Host and Network Management

= Network management

« traceroute
= latency, domains, dynamic/static routes

« SNMP scans
= Management agents

= Host management

= ICMP scans
= reachability (not necessary but speeds discovery)

= remote OS ldentification (fingerprinting)

= Queso and Mscan
= Nmap (note: SAINT & SARA use Nmap)

62
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Discovery - traceroute

/4 http: / /netmonserver_princeton.edu/cgi-bin/nph-traceroute.pl - Microzoft Internet Explorer

J File Edit “iew Favortes Toolz: Help |
JAddTESS I@ hitp: //netmonserver. princeton. edu/cgibinnph-traceroute. pl LI ﬁﬁg

Tue Dec 5 14:36:21 2000: traceroute Lo wyw.linux.org

traceroute: Warning: Multiple interfaces found; using 128.112.128.152 [ hme0
traceroute to www, linux.org (198.182.196.56), 30 hops max, 40 byte packets

1 wgatel (1258.112.128.114) 0.683 ms 0.413 ms 0,408 ms

2 gesgate [(125.112.60.10) 0.944 ms 1.155 ms 0.509 m=

3 hs-9-1-0.a00.phlapadl.us.ra.verio.net [(130.94.40.250) 5.990 ms 5.206 ms 5.344 ms
4 ge-6-0.r01.phlapa0l.us.bb.verio.net (129.250.29.17) 6.452 ms &.374 ms 5.689 ms

5 p4-6-0-0.r00,nycwny0d.us.bh.verio.net (129.250.3.126) 7.522 ws 9.859 ms 7.387 ns
& uunet.pl-6-1-1.r00,nycwnydd,us.bh.verio.net (129.250.,9.62) 7.989 ms 8.420 ms 11.435 ms
7 105.ATM3-0.ER2.NYCL1.ALTER.NET (146.188.177.150) 9.535 ms 9.299 ms 10.727 ms

g 194,ATM3-0.TRZ.NYC1.ALTER.NET (146.188.175.198) 31.964 ms 31.498 ms 32.051 ms

9 104.at-7-0-0.TR2.DCALS.ALTER.NET (146.155.135.169) 13.735 ms 15.050 ms 13.652 ms
10 Z96.at-6-0-0.XRZ.TCO1.ALTER.NET (1532.63.32.217) 13.610 ms 11.8507 ms 13.313 ms

11 192.ATM3-0-0.GW1.TCO1.ALTER.NET (146.155.160.37) 12.590 ms 16.629 ms 17.054 ms
12 uu-peer-oclZ.core.ai.net (205.134,160,2) 60.405 ms 38.601 ms 50,345 ms

13 border-ai.invlogic,com (205.134.175.254) 41.260 ms * 65,560 ms

14 router.invlogic.com (195.182.196.1) 74.715 m=s 155.933 ms 151.615 ms

15 www.linux.org (195.182.196.56) 177.096 ms 230.956 ms Z22.932 me

Tue Dec 5 14:36:25 2000: done.

|@ Done |_ |_ |Q Internet ;
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traceroute, cont.
= What did we just learn from traceroute?
= latency timesto plug into other time based (wait period)
programs
= intermediate domains
« |Paddresses
= small (ClassC) or large (Class A or B) address space
= if polled at various times and days of the week
= Static vs. dynamic routing
= Single point of failure?
64
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Discovery - SCOTTY

= Protocol engine

= DNS, HTTP, ICMP, NTP, RPC, SNMP, Syslog, UDP
= UDP {open, connect, send, receive, bind}
« HTTP{proxy, head, get, put, post, delete}
= SUNRPC {info, probe, stat, mount, exports, pcnfs}

» Discover
= TCL subroutine packaged with the program
= Uusage: discover [-d delay] [-r retries] [-t timeout] [-w window]
[-snmp] [-icmp] networks

- ICMP
= discover -icmp w.X.y

= SNMP
= discover -snmp w.x.y

W i e 65
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SCOTTY SNMP Usage

= discover -snnp 13.231. 244

13. 231. 244. 32 | BM RI SC Syst em 6000Machi ne Type:
0x0100 Processor id: 000001436700The Base Operating
System Al X version: 03.02. 0000. 0000 TCPI P

Appl i cations version: 03.02.0000. 0000

13.231.244.170 Rl SC Syst enf 6000

Archi tectureMachi ne Type: 0x0400 Processor id:
000047467200Base Operating System Runtine Al X
version: 04.02.0000. 0000TCP/ I P Cient Support
version: 04.02.0000. 0000

13.231.244.191 | BM RI SC Syst em 6000Machi ne Type:
0x0400 Processor id: 000038687900The Base Qperating
System Al X version: 03.02.0000. 0000 TCPI P
Applications version: 03.02.0000. 0000

W i Ty 66
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SCOTTY ICMP Usage

= discover -icnp 128.0.182

128.0.182. 1 icnp echo 1841 ns
128.0.182.3 icnp echo 1831 ns
128.0.182.9 icnp echo 1825 ns
128.0.182.12 icnp echo 1793 ns
128.0.182. 21 icnmp echo 1669 ns
128. 0. 182. 23 icnp echo 1646 ns
128.0.182. 31 icnp echo 1617 ns
128. 0. 182. 32 icnp echo 1608 ns
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SCOTTY Discover Performance
= Over 28.8 PPP dia-upline
= 1“Class C” address space (256 hosts) in 15 seconds
= Over Ethernet LAN
= 1“ClassB” address space (65,536 hosts) in 15 minutes
68
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Discovery - Queso

= First tool to focus on OS identification

- type
« Solaris, Linux, BSD, NT, Windows, Al X, CISCO, Novell, etc.

= kernel version

= about 100 current versions identified
= Current methods are brute-force

= rpcinfo

= SNMp

« telnet

- sendMail version

= download binaries from the public-ftp

= (anayzing itsformat)

69
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QueSO Objective

= Has been leap-frogged by Nmap
= Nmap is more accurate
= has more OS fingerprints

= QueSO sends TCP 7 packets
= 1st packet islegit...the other 6 are bogus
= thefingerprint of all 7 combined identifies the OS
- all packets have arandom seq_num and a 0x0 ack_num.

70

©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L_ 5} stem EXPERTS




QueSO Design

= Packet number and contents are;

= OSYN
= Used to verify LISTEN

= 1 SYN+ACK
= 2FIN

= 3FIN+ACK
= 4 SYN+FIN
= 5PSH

= 6 SYN+XXX+YYY
« XXX & YYY areunused TCP flags

W 2 = 71
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Discovery - Nmap

= Scanning flexibility
= Striving to be undetected

= Striving to by-pass barriers
« firewalls
= intrusion detection
« DMZs

= Account for network latencies and provide robust
port and host designations

= dynamic delay time calculations
= retransmission for failed port requests
- flexible port and target host specification

72
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Nmap Features

= Scanning types
= TCP connect() (like most other scanners)
=« TCPSYN (haf open)
= TCPFIN (stedth)
= TCPftp proxy (bounce attack)
= SYN/FIN using IP fragments
= UDPrecvirom()
= UDPraw ICMP port unreachable
= ICMP (ping-sweep)

= OSrecognition using TCP/IP fingerprinting

= Www.insecure.org/nmap/nmap-fingerprinting-article.html
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Nmap Usage
= -t tcp connect() port scan
-s tcp SYN stealth port scan (nust be root)
-u UDP port scan, will use MJCH better version if you are root
-U Uiel Minmn (P49-15) style FIN stealth scan
-1 Do the lamer UDP scan even if root. Less accurate
-P ping \"scan\". Find which hosts on specified network(s) are up
-b <ftp_relay_host> ftp \"bounce attack\" port scan
-f use tiny fragnented packets for SYN or FIN scan
-i Get identd (rfc 1413) info on listening TCP processes
-p <range>
-F fast scan. Only scans ports in /etc/services, a |la strobe(l)
-r randomi ze target port scanni ng order
-S If you want to specify the source address of SYN or FYN scan
-v Verbose. |Its use is reconmended. Use twice for greater effect
-w <n> delay. n mcrosecond delay. Not recommended unl ess needed
-M <n> maxi mum nunber of parallel sockets.
-gq quash argv to sonething benign, currently set to \"%\"
Optional '/nmask' specifies subnet. cert.org/24 or 192.88.209.5/24
scan CERT' s
74

N Svetem EXPERT
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L_ 5 ¥s tem EXPERTS




Nmap Example

nmap -p 20-32 -v -e ethO -sF host.gov

Starting nmap V. 2.02 by Fyodor

Host host.gov (233.233.7.7) appearsto be up ... good.

Initiating FIN, NULL, UDP, or Xmas stealth scan
against host.gov (233.233.7.7)

The UDP or stealth FIN/NULL/XMAS scan took
1 secondsto scan 13 ports.

Interesting ports on host.gov (233.233.7.7):

Port State  Protocol Service

21 open tcp ftp
22 open tcp ssh
23 open tcp telnet
25 open tcp smtp

9 SR 75
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—| [ -]
File Output Help
Host(s): [xanadu vectra playground Scan. | Exit |
Scan Options: Seneral Options:
~ connectd I Dont Resalve ~ TCP Ping _1I Fragmentation
< S Stealth _I Fast Scan A TCP&ICKP _1 Get Identd Info
~ Ping Sweep
« UDP Part Scan _| Range of Farts: - [CkIP Fing _l Resaolve All
~ FIM Stealth [ « DontPing I OS Detection
~ Bounce Scan: = Use Decowis): _ Input File: 1 Send on Device:
|anti0n|ine.com |
Dutput from: nmap —s5 -0 - Dantionline.com =anadu vectra plavground
Interesting ports on wectra.yuma,.net (192,168,055 A
Fort. State Frotocol  Service
1= apen top daytime
=1 [=T=T=Tg top ftp
=22 =7 =" top ==h
=23 Qpen Lol telnet
27 =7 =" top time
=l =7 =" top Finger
111 =7 =" top =unTpc
113 (= =10 tcp auth
513 =7 =" top login -
51 =7 =" top =hell
TCF Sequence Prediction: Class=random poszitive increments
Difficulty=14943 {kHorthy challenge?
Femote operating suystem gues=: OpenBSD 2.2 — 2.3
HYIrteresting ports on plagground.guma . net (192,168 ,0, 15 I
Pt St At e |k | SR | A
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Nmap Concerns

= Scans causes some systems to crash

. CISCO
= UDPscansonal 12.0 variants, 11.3AA and 11.3DB : plain old
11.3 is*not* affected
= TCPscanson high portson 12.1 variants
= Www.cisco.com/warp/public/707/ios-tcp-scanner-rel oad-pub.shtml

= On one OS, running Nmap may cause a kernel
panic
= Digital/Compag UNIX/Alpha
= On another OS, most of the functions don’t work
- AIX

W 2 = 77
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Nmap Portability

Working
. Linux, FreeBSD (2.2.6 - 3.0), OpenBSD (2.2 - 2.4),
NetBSD
Mostly working
= Solaris (2.4 - 2.6), SunOS (4.1.4 with gcc),
IRIX (5.3 - 6.4), HP/UX (10.20), BSDI (2.1 and up)
Mostly NOT working
= AlX, Cray UNICOS
BEWARE (possible kernel panic)
= Digital/Compag UNIX/Alpha

78
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Nmap Extensions

Nmap+V
= apatch that allows Nmap to capture version numbers for numerous

services (much like Nsat already does)

=« NDiff
= comparestwo Nmap scans and outputs the differences

» Remote Nmap (RNmap)
= apair of client and server programs which allow for various clients

to run their port scans from acentralized server

= Nlog
= an Nmap 2.x log management and analyzer toolkit

= Spidermap

= acoordinated network scanning tool which scans by running many

Nmap processesin parallel

W e e 79
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Discovery - Whisker

» CGI Scanner
it doesalot of thingsin clever ways
= focused scanning depending on the server type
= option to try and bypass intrusion detection using URL

encoding
= /cgi-%62in/ph%66 instead of /cgi-bin/phf

= can query NetCraft to determine server type

« www.netcraft.com/ - HTTP
= Www.netcraft.com/sswhats/ - HTTPS

- latest version will use Nmap to figure out OS type!

80
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Whisker Objective

« Exhaustive, efficient, and “ programmabl e”
scanner for server exploits, such as

old: test-cgi, phf, count, nph-test-cgi

= |IS: showcode.asp, /scripts/samples/, /wwwthreads/
- Domino: pointers to exploit articles

= Unix: sh, bash, tcsh, ksh, rsh, perl

NCSA: archie, calendar, date, uptime, wais.pl

= Over 100 different (potential) tests
« depends on server type and OS

W i e 81
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Whisker Usage

= Wwhisker -s script.file ((-n input.file) | (-h host) | (-H list)) (-I log.file)
-s specifies the script database file  **
-n nmap output (machine format, v2.06+) *
-h scan single host (IP or domain) *
-H host list to scan (file) *
-V use virtual hosts when possible
-v verbose. Print more information
-d debug. Print extra crud++ (to STDERR)
-p proxy off x.x.x.x porty (HTTP proxy)
-l log to file instead of stdout
-U user input; pass X XUser to script
-1 IDS-spoof mode--encode URL s to bypass scanners
-E IDS-evasive mode--more IDS obfuscation
-i more info (exploit information and such)
-N query Netcraft for server OS guess
-Sforce server version (e.g. -S "Apache/1.3.6")
** required * optional; one must exist

82
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Nessus

= Robust security scanner

= plug-in architecture: each test isaunique plug-in
= you can use their NASL scripting language to build them

= recognizes services on non-standard ports

= Smart testing: only tests what it can/should
= e.0., doesn’t test for anonymous FTP if it doesn’t exist
note: thisis a problem area for many other scanners

= 3 step execution
= configure nessusd

= setup the client
« View theresults

= Version 1.0.9 available August 2001
= Server runs on POSIX UNIX* systems
« clientson POSIX for UNIX*, Win32, and Java
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Nessus Plug-in Families
= Backdoors = Miscellaneous
= CGl abuses = NIS
= Denid of Service = Port scanners
» Finger abuses » Remotefile access
= Firewadls =« RPC
« FTP » SMTP problems
» Gain ashell remotely =« SNMP
« Gain root remotely » Useless services
= Generd = Windows

84
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Nessus Setup

= Client setup
= plug-ins
= enableall, enable all but “dangerous’, disable
- preferences
= Scanning technique (e.g., socket, SYN, FIN), include UDP or
RPC, ping host, identify remote OS, get |dentd info, etc.
= Scan options
= port range, maximum threads, do reverse DNS lookup
= target selection
= target |P address (range), request a DNS zone transfer

W i e 85
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= Messus portscannings/attack status =
g Fortscan =
asttack : =il
grincheus fr nessus.org Security check infosrch.cgi
f-; Fortscan : =
axttack : Lol
prof.fr.nessus.org Security check : Metscape Server ?FPageServices bug
.;} Fortzcan : =
Adtack : Sl
dormeur fr nessus.org Security check mastream agent Detect
g Fortscan : =
Adtack : SELL A
gateway fr .nessus.org Security check Quote of the day
E; Fortscan =
asttack Lo
bansalifrinessusiorg Security check : SME use domain 510 to enumerate users
Stop the whole test
86
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Nessus GUI Report

]

Messus Report

Surnrary

Murnber of hosts tested : 5
Found 17 security holes

honsai fr nessus.or
prof fr nessus.org

Found 93 security warnings |

Solution © install all the latest Microsoft Security Patches

Fisk factar © Serious
CWE : CWE-1999-0273

— () poppassd (106icp)

B ) pop-3 (1 106cp)
dorrmeur fr nessusorg | | —

uriknowen §135 oy

gateway fr nessus.org |

S O nethios—ssn (1 39cp

grincheus fr nessus.or |

Eh

Security warnings

The remote registry can be accessed remotely
using the login f password combination used
far the SME tests.

Hawvitig the registry accessible to the world is
not a good thing as it gives extra knowledge to
a hacker.

Solution : filter incoming traffic 1o this port or set
tight login restrictions.

Fisk factor : Low
The domain 510 can be obtained remotely. s value is

INTRAMET : 5-21 -20333150-362275040 - 1645912359

e s

Save as... Sawve as HTML with Pies: % ﬂ

Close
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Intrusion Detection Systems
= Many to choose from
= http://www.networkintrusion.co.uk/ids.htm
= hetwork (20), host (18), integrity checkers (12)
= Network IDS
= Blacklce, Centrax, Cisco Secure, LANguard, NFR,
Netranger, Real Secure Network Sensor, Shadow, Snort
= Host IDS
- Entercept, Intruder Alert, Swatch
= Integrity Checkers
= AIDE, chkrootkit, SecureEXE, Tripwire
88
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Trusting Public Domain Code

= YOu haveto seethe code
- don’t accept binaries

= review the code for:
= Viruses
=« trojan horses
= “0dd”’ system calls

= Be careful when you load from unknown sites: if
possible...
= work from a protected network
= work from a system that can be scrubbed
= Use anetwork sniffer to watch for strange traffic

89
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What the Hacker KnOwZ...
about discovery

= Wdl...
If 50+ dlides on discovery tools that reveal a
wealth of information about your site hasn't
already generated alot of concern and alarge
“ToDao” or “To Check-out” list...

NOTHING WILL!

= hext...Denid of Service

W L = = 90
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Notes.
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Where are We?
» Profiling » Protocols
= Anexample - SSL
= Intrusions - DNS
« SNMP
= Web
= Wireless
« Discovery and DoS = Epilog
= Discovery = Top10ishTTD
= Denial of Service = References
92
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Denia of Service

» Historically thought of as a brute-force bandwidth issue
= useupthe*pipe’
»« More appropriately defined as...
making a component unavailable
= Many component types
= host, application, port, process, disk space, kernel resources, file,
network bandwidth, modem, |SP, DNS names/addresses,
intermediate hop
« Many methods
= volume, configuration changes, crashing, masquerading, using up
available “dlots’, management (access to interface to control

component)
= logically either a packet level or service level issue
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Denia of Service:
Packet Level

» Useof aprotocol in ways = DD0S
that were unintended by the several major code basesin

design the “general” public
= http://www.denialinfo.com/

« trinoo
= Packet |ﬁve| ) . Tribe Flood Network (TFN)
. :YNf ood/attac . TEN 2000
= Smur
« Stacheldraht/
- TearDrop
= version 1: overlapping data stacheldrahtV4
fragments _ « Stacheldraht v2.666
= version 2: pointers outside
the bounds of the data = shaft
« Land =« Mmstream
= Switch attack « trinity

94
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Denia Of Service - SYN Attack

= Using up kernel resources
- 1-to-1 usage relationship
= Wwww.cert.org/advisories/ CA-1996-21.htm

= Normal TCP 3-way handshake
=« C->SSYN (c-seg-#)
= S->CSYN-ACK (C-seg-#, s-seq-#)
= C->SACK (c-segH, s-segh)
= doesn’t matter who starts or if both sides start at the
same time!

W 2 = 95
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SY N Attack - The Problem

= After theinitial SYN
= Server maintains state (the LISTEN-Q)
= address of client and 2 sequence numbers
- if thereisno responseto SYN-ACK, server retransmits
= Attack works by
= faking client address. must not be areal host or it will
send back ICMP error message
= eventually server’s kernel tablefills up: new SYN
requests are discarded!
= remember: it’sper port, NOT per host

96

©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L_ 5} stem EXPERTS




SYN attack - Tools

= Tuning of servers
= Set SYN relevant timerslow and increase queuesin the kernel and in
apps (listen system call)

= Network testing

« |SS sRealSecure
« WWW.iss.net/

= Cisco (formerly Wheelgroup) NetRanger
« Www.cisco.com/univercd/cc/td/doc/product/iaabu/netrangr/

« Haystack, consumed by Trusted Information Systems, consumed by
Network Associates (which was a merger between McAfee and
Network General)...of the Stalker product family
Whew! Keeping track of thisstuff isHARD!
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Denia of Service - Smurf

= Smurf
= ftp://ftp.cert.org/pub/cert_advisories/ CA-98.01.smurf

ping the broadcast address of remote nets repeatedly

(directed broadcasts)
= 1-to-many usage relationship

do it with aforged address

= can badly mess up both source and destination nets
= (remember sourceisfaked)

= the more machines on the destination net the more
traffic generated for each echo request

98
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Denial of Service - Smurf, cont.

Replies from every host
on 10.2.3 net to

192.168.5.1

Intermediary network Victim Network
HOES 192.168.5.Xx

Icmp echo
Bad Guy
To 10.2.3.255 echo requests
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Denial of Service - Teardrop/Land

= Teardrop
= version 1: overlapping | P fragments cause crashes
= Vversion 2: pointers past the data fragments cause a crash

= Land
= SYN with source address same as destination can hang

targets
= some Cisco and HP-UX versions vulnerable

= Teardrop and Land reference
= http://www.cert.org/advisories/ CA-1997-28.html

g re 100
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Denial of Service— switch attack

= Switches
= Oneuseisto prevent network sniffing since routing is based on MAC
address

= Several techniques to defeat this benefit

http://www.sans.org/newl ook/resources/| DFAQ/switched network.htm

= ARP spoofing
= send unsolicited fake ARP reply with MAC address of different node
(e.g., dsniff)
= MAC flooding

= bombard the switch with bogus MAC address datato fill up the
available memory for virtual circuits: default to “fail open”

= MAC duplicating
= reconfigure your host to have the same MAC address as another host
(e.g., ifconfig on Linux)
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DDoS: Distributed Denia of Service

Trinoo
= staff.washington.edu/dittrich/misc/trinoo.analysis

TFN & TFN2K
- Staff.washington.edu/dittrich/misc/tfn.analysis

Stacheldraht
= Staff.washington.edu/dittrich/misc/stacheldraht.analysis

= Mstream
= Staff.washington.edu/dittrich/misc/mstream.analysis.txt

Above analyses by David Dittrich,
University of Washington

W e e Y e
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DDoS - Trinoo

= Distributed tool used to launch coordinated UDP
flood

= A Trinoo network consists of asmall number of
servers (masters) large number of clients

(daemons)
= Intruder --> master; destination port 27665/tcp

master --> daemons; destination port 27444/udp
daemons --> UDP flood to target with randomized
destination ports

LY SystemEXPERTS 108
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DDoS— TFN and TFEN2K

= Distributed tool used to launch coordinated attacks
. UDP, TCP SYN, ICMP echo, and ICMP directed

broadcast (aka Smurf)

= TFN2KModified version of TFN to be more clever,

powerful, and stealthy
= transport TFN2K traffic over multiple transport protocols

including UDP, TCP, and ICMP
= confuse attempts to locate TFN2K nodes in a network by
sending "decoy" packets

e s 104
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DDoS - Stacheldraht (German for "barbed wire")

= Combines features of "trinoo" with those of the
original TFN

= adds encryption (Blowfish) of communication between
the attacker and stacheldraht masters
= automated update of the agents

W e e 105
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DDoS in CERT News

= CERT

- Www.cert.org/tech_tips/denial_of service.html
= Www.cert.org/advisories/ CA-2000-21.htm

- Www.cert.org/advisories/ CA-1999-17.htm

= Www.cert.org/incident_notes/IN-99-07.html

= Www.cert.org/advisories/ CA-1998-13.htm

= Www.cert.org/advisories/ CA-1996-21.htm

- Www.cert.org/advisories/ CA-1996-01.htm

106
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DDOS in the News, cont.

= Consensus Roadmap for Defeating Distributed
Denia of Service Attacks
A Project of the Partnership for Critica
Infrastructure Security
Version 1.10 - February 23, 2000* *
WWW.Sans.org/ddos _roadmap.htm
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DDOS in the News, cont.

= Pulsing zombie attacks
= short bursts of traffic
= service degraded instead of total denial

= irregular nature makes detection and location harder
- Www.wired.com/news/technology/0,1282,43697,00.html

= Large UDP packetsdirected at port 80
= Www.nipc.gov/warnings/advisories/2001/01-012.htm

- fragmented packets
= intended to bypass detection or blocking

= outbound packets (from your network) may indicate that
you have been infected
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DDoS Defenses

= SANS
= Www.sans.org/ddos _roadmap.htm
= Www.sans.org/dosstep/index.htm
= CERT
- Www.cert.org/advisories/ CA-2000-01.html
= CIAC
= Www.ciac.org/ciac/bulletins/k-032.shtml
= Detection tools
- DDS (find agents)
= Mmiscellaneous list of tools:
http://packetstorm.securify.com/distributed/
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Denia of Service:
Service Level

= Useof aservice (application) in ways that were
unintended by the design

= Serviceleve

- mail relay
= ftp://info.cert.org/pub/tech_tips/email _bombing_spamming

= disable “shell” accountsfrom failed logins
- Saturate Web server
= Syslog flood
= Ping-of-death
= version 1: >64K packets
« version 2: multiple 64K (fragmented) packets

. oracle

W L e e 110
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Denial of Service - Ping of Death

= |P Packets limited to 64k bytes (per RFC791)

= Some implementations allow sending of larger
packets
= some receivers will overflow 16 bit counters and crash

= Despite RFC limit of 64k packets, Windows ping

allows arbitrary size
ping -1 65510 target-host

« Www.cert.org/advisories/ CA-1996-26.html
= WWW.pp.asu.edu/support/ping-o-death.html
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Denial of Service - NT Examples

» NT Exploits continue to be on therise!
[ note: thisisatautology: it'sawaystrue]
e.g., look at www.netsecurity.net

» NTFS causes BSOD (Blue Screen of Death) by sending ill formed

NT File System requests
« executable available called crashnt.exe

» RAS/PPTP causes BSOD by starting a session with an invalid
packet length

« Teardrop 2 causes BSOD with have the data offset in the header
point after the data

« Ping-of-Death 2 causes BSOD with multiple 64K packets

« Sigh...just using the system causes BSOD

112
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Denial of Service - Oracle

= Running on Windows NT
= Server allocates resources to the request: making repeated

requests will use up configured resources

= i.e, redirect connection requests are sent to anew port and anew
thread is alocated: if the connection isNOT made, the thread
and memory islost until the server isrestarted

= Once server memory is consumed...BSOD on next login

= discovered by ISS
= http://www.theregister.co.uk/content/8/19881.html

« Similar vulnerahilities discovered on Unix
= http://xforce.iss.net/a erts/advise82.php
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Denial of Service - Detection
= Seeif you are vulnerable...
= But be very careful as we mentioned...but
= Cisco (Nmap) UDP scan crashes 10OS
. al 12.0 variants, 11.3AA and 11.3DB
« plainold 11.3 is*not* affected
= multiple BSOD issues
« NTFS, RAS/PPTP, Teardrop, Land, ping-of-death, Oracle
= Doit! Just be prepared to reboot/recover
114
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Denial Of Service - Packet Level Medicine

= Packet filters

- stop forged addresses at your border (e.g. Land attack)
= thosecomingin...AND
= thosegoing OUT
= react to attacks by filtering sender
= hardto do if the attacker is smart
= I.e., constantly changing the source address

- filter directed broadcasts at routers
= possible functionality issue with LAN style discovery protocols

s 115
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Medicine, cont.

= ISP Cooperation

= ISP’ s could not forward packets with bogus addresses

= ISP shavelistsof valid customer addressesfor routing
= once done you could trace an attack back to its source, currently
that is prohibitively expensive

= but ... amost al do
= Cooperation from al members of the Internet
= organizations should also not forward packets with bogus
addresses...but most don’'t even look
= be as concerned about what goes OUT as what comes | N!
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What the Hacker KnOwZ...
about denial of service

» Most organizations don’'t liketo try denial of
service attempts against themselves

= Many organizations havea“You can't stopit, so
why test it?’ mentality

= Many denial of service attacks are easy to
try...and many will be successful

= hext...SSL

e 117
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Notes:
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Notes.
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Where are We?
» Profiling « Protocols
= Anexample -« SSL
= Intrusions - DNS
« SNMP
= Web
= Wireless
« Discovery and DoS = Epilog
= Discovery = Top10ishTTD
= Denid of Service = References
120

W e e Y e
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L_ 5 ¥s tem EXPERTS




SSL Functionality

= Armored pipe between client and server
= usually WWW (HTTP over SSL - https)
= both integrity (hashing) and confidentiality
(encryption)

= Commonly: :
= Server is authenticated to the client
= weak or strong algorithms are chosen based on US or
International browsers

W i = = 121
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SSL Functionality, cont.

= Optionaly:

= client can be authenticated via client-side X.509

certificates
= however, not done by many applications or organizations
= they have zero foot-print client requirements
= many different algorithms to chose from (but limited to ajust a
few by most browsers)
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SSL Handshake

client < server

N

()]
A

1= exchange (pseudo) random numbers
2= server certificate,session ID
3= (pre_master_secret)PK e

See“SSL Crunch Time”, Information Security, October 1999
for some quantitative performance data on SSL
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SSL Exposures: Usage, Technical, & Future

» Certificate problems

= hot signed by atrusted Certificate Authority (CA)
= “unknown CA, do you want to accept certificates signed by
MicrosOft from now on?’

= Root CA certificates in browsers suspect
= What mirror did you get your browser from?
(note: | put this comment herein LATE 1998)
« FORGED CERT PGP KEY
www.cert.org/contact _cert/PGPwarning.html
= Unauthentic Microsoft Certificates
www.cert.org/advisories/ CA-2001-04.html
= Anyonewith the private portions of the certificates can sign
code such that it appearsto have originated from Micr osoft

124
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SSL Exposures. Technical & Usage

= latent issues not resolved yet
=« (large scale) certificate replacement
=« (large scale) certificate revocation

= improper certificate validation
= Netscape Navigator: once avalid session (pass SSL checks) is
initiated, additional connectionsto the same IP address are
assumed to part of the same session (therefore, subsequent
certificate conditions are not checked)
www. cert.org/advisories/ CA-2000-05.html
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SSL Exposures: Infrastructure

= Only rea server authentication isthat the DNS
name in the URL matches the namein the
Certificate
« DNSlookupis NOT part of the SSL specification
= Yyou could be fooled into using awrong name
(www.delta.com vs. www.delta-air.com)

btw: they are now both for the airline!
= see“How do you get inthe middle?’ in Web Spoofing
comingupina“few” slides on how to befooled

= SSL doesn’t detect/stop DNS poisoning
= Wwww.webdevelopersiournal.com/articles/is sd dead.html

A SystemEXPERTS 126
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SSL Exposures. Design
= Only using SSL for forms not all or most of your
site

= No caching of SSL by default therefore performance

issues
- What's wrong with this picture: =\
« https//www.name-changed-to-protect-the- g
guilty.com/order_form.cgi

« <FORM ACTION="http://www.site.com/
process_order.cgi” METHOD=POST>
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Netscape V3 SSL Strength: How do you tell?
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Charles Schwab Customer Center - Netscape

File Edit “iew Gao Communicator Help

2 £ S a4 &

Back Fonward Reload H‘Dme Search  Guide Frint  Securty  Stop

W'thookmarks \& Netsne:;https:f’.-"tradlngBB.schwab.com.-"tradlng.-"start

Account Number:
Password:
Select:

customers.

Enter your account number and password, and then selecta C Center
access Account Information, Trading, Quotes, News and Research.

CharlesSchwab | customer center LoG on

——
—
|Accuunt Civerview j Submit |

o For a password to access the Customer Center, call 1-800-435-4000.
o If you are calling from outside the United States, please call +1-602-852-3500 for a passwaord.
« Return to Schwab's Home Page

RERE VN For our Chinese Language Investors, we offer Chinese Wehb Trading

The online services provided by Charles Schwab & Co.| Inc. are for the exclusive use of Schwab

Wlo22 Charles Schwab & Co., Ine. All rights resened. Member SIPC/MNYSE.

= |Document: Done

to
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* Additional Inf
Netscape 4 Itional Info
Document info - Netscape
Charles Schwab Customer Center has the following structure: =l
Netsite: httpsftradings 3. schwab. comitradingstart
File MIWME Type: tesxthtml
Source: Currently in memory cache
Local cache file: none
Last Modified: Unknown
Last Modified: Tnknown
Content Length: £44%
Expires: Tuesday, January 05, 1999 0:17.45
Charset: Tnknown
Security: This 15 a secure document that uses a high-grade encryption key for U5
domestic uze only (RC4, 123 bit).
Certificate: This Certificate belongs to: This Certificate was issuedby:
trading®3. schwab. com Hecure Server Certification Authority
PHEDC R4 Data Security, Ine.
Chatles Schwab & Co, Ine. us
Phoenix, Arizona, U3
Serial Numher: 27F7. 05758446 50 D5 FE66FE 62T 11EAQNED
This Certificate is valid from Tue Sep 22, 1998 to Thu Sep 23, 1999
Certificate Fingerprint:
A4:52:CEZSECTDD0B44308:9C 20 E3 1. TEFA
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Internet Explorer 4 and 5: How do you tell?
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Internet Explorer 4 and 5 Advanced Options

Internet Options EHE
Generall Sacurit_ul Enntentl Ennnectinnl Programs ~ Advanced | Ea"ﬂlﬂl SM‘!,I] I:cﬂ'ari::l D:fﬂam:ﬁe.l Pioagiami advarced ]
5y Secuity = Settings:
‘Wwharn if forms submit is being redirected T Do ral search bom the Addiess bar =

s5L30

O ik chisplay B iesulls m B e sardos

s5Lz0 Or it go 1o the ol | kel site
Warn about invalid site certificates s
“Wwarn if changing between secure and not secure mode /ﬁ Check lor publishes's caifiicals revocation

_> O Check o svm pelificsls e hion e qunss et |
= s Encryphed peces (o disk,
D Erphy Temporzm [n er wien broveses i chosad

Enable Profile Assistant

My Cookies

O Prompt before accepting cookies E E nabde Profle &ssistant
(O Dizable all cookie use B Us=Failezza
& Always accept cookies O U=aPCT1.0

O Check for certificate revocation Bl Usa SEL 20

O Da net save encivpted pages to disk

[0 Delete saved pages when browser clased
{87 HTTP 1.1 settings

[ Use HTTP 1.1 through prosy connections

" UlslnlelHTTF"I.‘I =l _»
Bestare Defaults | Brelone Dafaks

0K I Cancel | Apply | g, I Cancel ] dpr by |

O UsaTL510
sz caliicales
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OpenSSL

= Based on SSLeay - Eric Young's
(and Tim J. Hudson) implementation
= WWW.psy.uq.oz.au/~ftp/Crypto/
- Unix and PC native versions

- Many small certificate and crypto tools
« S client& s server

» V2& V3SSL plusTLS(IETF V3 SSL revision)

= WWW.openssl.org
= V0.9.6b available since July 9, 2001
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SSL Tools - cURL

= Command line URL grabber...and much more!
transferring files with URL syntax

« HTTPand HTTPS (uses SSLeay or OpenSSL)
= PUT and POST (including FORM S!)
= HTTPS certificates

- FTP
= including upload

= Gopher, TELNET, DICT, LDAP

= Miscellaneous support
= passwords
= port numbers
= proxies

e s 134
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SSL Tools cURL, cont.

= curl --help [note: edited output]
[Options: (H) means HTTP only (F) means FTP only

-b/--cookie <string> Pass the string as cookie (H)

-c/--continue Resume a previous transfer where we left it (F)
-d/--data POST data (H)

-e--referer Referer page (H)

-E/--cert <cert:passwd> Specifies certificate file and password (HTTPS)
-F/--form <name=content> Specify HTTP POST data (H)

-1/--head Fetch the HTTP-header only (HEAD) (H)

-1/--list-only List only names of an FTP directory (F)

-nm/--max-time <seconds> Maximum time alowed for the transfer

-ol--output <file> Write output to <file> instead of stdout

-p/--port <port> Use port other than default for current protocol
-P/--ftpport <address> Use PORT with address instead of PASV when ftping (F)
-Q/--quote <cmd> Send QUOTE command to FTP before file transfer (F)
-r/--range <range> Retrieve a byte range from aHTTP/1.1 server (H)

-u/--user <user:passwor d> Specify user and password to use
-U/--proxy-user <user:password> Specify Proxy authentication
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SSL Tools cURL, cont.

« A few examples
= curl -othatpage.html http://www.netscape.com/
« curl -d "name=Raf agel %20Sagul a& phone=3320780"
http://www.where.com/quest.cgi

« curl ftp://name:passwd@machine.domain:port/full/path/to/file
« http://curl.haxx.se/docs/readme.curl.html for manual

« Comparison to snarf, wget, greed, pavuk, fget, and fetch
= http://curl.haxx.se/docs/comparison-table.html

= URL
=« http://www.fts.frontec.se/~dast/curl/

= http://curl.haxx.se
« “aclient that groks URLS’
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SSL Update: dsniff

» dsniff 2.3
= among many other things,
exploit flaws in both SSL
and SSH

= arpspoof: hijack |P address

= dnsspoof: forge DNS
replies

= tcpkill: block TCP by
forcing connection to close

= filesnarf: NFS sniffer
= Mmailsnarf: SMTP sniffer
= msgsnarf: IM sniffer
= urlsnarf: Web sniffer

sshmitm: SSH protocol 1
attack
= “fix”: only use protocol 2

webmitm: SSL attack
= “fix": client-side certs

http://www.monkey.or g/~dugsong/dsniff/fag.html
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SSL Update: PK1 risks

« 10 Risksof PKI: Bruce
Schneier & Carl Ellison
« http://www.counterpane.com/
pki-risks.pdf

= #1 Trusting the CA

= #2Whoisusing “your” key

« #3 How secureisthe verifying
computer?

= #4 Which “John Doe” isit?

= #5Isthe CA an authority?
Let’slook at #5...

©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson

Isthe CA an authority?

Server certificate has 2 parts

. DNS name

. name of keyholder
There are DNS server
authorities, BUT, none of the
SSL CAsin the popular
browsersisone!
There are (business) authorities
on corporate names, BUT,
again, none of the SSL CAsin
the popular browsersis one!
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What the Hacker KnOwZ...
about SSL

= Itisn't mysterious or SOLVE all your problems

= Many organizationsthink it is mysterious (and
therefore secure (security via obscurity) and many
think that it solves more than it actually does

= Public domain tools are robust...and getting better

= hext...DNS
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Notes:
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Notes.
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Where are We?
» Profiling « Protocols
= Anexample - SSL
= Intrusions = DNS
« SNMP
= Web
= Wireless
« Discovery and DoS = Epilog
= Discovery = Top10ishTTD
= Denid of Service = References
142
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DNS (Domain Name Service) Functionality

= Namesinstead of addresses
= hierarchical and distributed for scaling

» Standard record types

A - addresses
. WWW.Systemexperts.com

= 207.155.248.12, 207.155.252.14,
207.155.252.72, 207.155.252.12

CNAME - canonical name
HINFO — host information
MX - mail exchanger

NS - name server

PTR - reverse pointer resolution
. 12.248.155.207.inaddr.arpa

SOA - start of authority
TXT —text
WKS — well-known services
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(An Unbelievable Demonstration of Scale)
a Inteinet Domain Surves, Jansan 2001 - Mciesof Inl el Explsie
Ebe Edi Ymw Famims Tods  Heo | = |
B
INTERNET JOFTWHRE CONJBRTIUH
Internet Demain Survey, January 2001
Mumber of Hosts advertised in the DNE |l
| Surualy Lijusted RPepliad
Date | Host Count Bost Count To Pang?T
SO e e e b T
Jan 2001|100, 574,422 -
Jul 2000 23,047,785 -
Jan 2J00| 72,308,092 -
Jul 1995 56,218,000 =
Jan 1992| 43,230,000 8,4z&, 000
Jul 1995 346,739,000 f, 539,000
Jan 1335| 5,870,000 5,331,540 [Eir=sc MED Surwei]
Jul 1997 19,540,000 36, 053,000 4,314,410 [ Lzt Survey
Jan 1337| L&,146,000 21i,EBd45,000 3,352,000 o
1] | rl_l
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DNS Domains

www.domainatlas.com - )
www.domai nsondisc.com/stats.html 4+ million Domains

3 Diomain Atlas - Search all iegizteied domain names in all cranties - Micassofi Intesnst Exgploses
El= Edl Yiew Familer Jook  Hep

domain@tlas e AR EE ... g (Det listed, =
¥emiComputers Lid - duertise and
eep in Touch with Customaers.

Az

Iy - ' i ;;.f- Cantact u
S I Small Gif
= 2 e I.I.w”:'ITE
o ' =
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DNS Exposures
= One common complex implementation
= BIND (Berkeley internet name daemon)
= used for authentication in FTP, NFS, mail,
TELNET, WWW, browser CERT validation, etc.
= Can offer too much information
= hosts behind firewalls/internal addressing, outside (1SP)
services, mail servers, alternate name servers, OS types
= Spoofing
= poison DNS server and redirect: without breaking in
= get thetarget to ask you a question and return bogus unrel ated
info: thisinfo isbelieved by older BIND versions
146
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DNS Tools

= Digand ndookup

= Specia and OS specific tools
www.dns.net/dnsrd/tool s.html

« debug cached data- DDT

« ftp://ftp.is.co.za/networking/ip/dns/ddt/
« find inconsistenciesin DNSfiles- NSLint

= ftp://ftp.is.co.za/networking/ip/dns/nslint/
= Seminal sites
= www.isc.org/bind.html
= Www.dns.net/dnsrd/
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DNS Tools DIG NS Records
di g ns usenix.org
; <<>> DiG 2.1 <<>> ns useni x.org
;. QUESTI ONS:
;; usenix.org, type = NS, class = IN
v ANSVEERS:
useni x. org. 164133 NS NS. UU. NET.
useni x. org. 164133 NS XI NET. COM
useni x. org. 164133 NS UUCP- G 1. PA. DEC. COM
useni x. or g. 164133 NS UUCP- GV 2. PA. DEC. COM
useni x. org. 164133 NS aut h00. NS. UU. NET.
useni x. org. 164133 NS useni x. org.
;; ADDI TI ONAL RECORDS:
NS. UU. NET. 172772 A 137.39.1.3

148
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DNS Zone Transfer

Zone transfer usenix.org@usenix.org (131.106.3.1) ...

Query for usenix.org type=252 class=1
usenix.org SOA (Zone of Authority) Primary NS:usenix.ORG Responsible
person:jrl @usenix.ORG

serial:199905114
refresh:432000s (5 days)
retry:3600s (60 minutes)
expire:864000s (10 days)
minimum-ttl:172800s (2 days)

usenix.org NS (Nameserver) uucp-gw-1.pa.dec.com

usenix.org HINFO (Host Info) Cpu:Sun Sparc 10 Os:SunOS
usenix.org MX (Mail Exchanger) Priority: 10 mail.usenix.ORG
usenix.org MX (Mail Exchanger) Priority: 100 relayl.UU.NET
usenix.org A (Address) 131.106.3.1

What did we learn?

= Name time-outs/refresh, outside name server, SUnOS OS type,

primary and second mail server, and (potential) valid username

W e
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DNS Zone Transfer, cont.

= What else did we learn?

refresh: how often the secondary server should check that their data
IS up-to-date

retry: if the secondary server can’t reach the master site, retry at this
interval

expire: if the secondary failsto contact the master site for this
amount of time, expire (I.e., STOP ANSWERING REQUESTS) the
cachedata

minimum: how long data can live in memory (i.e., cache)

= note: when you see “non authoritative” when you do a nslookup, that
means the data was fetched from the cache (it doesn’t mean the results
are questionable!)

N Svetem EXPERT
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DNS Zone Transfer, cont.

= Spock.usenix.org A (Address) 131.106.3.24
guark.usenix.org A (Address) 131.106.3.16
offquadra.usenix.org A (Address) 131.106.3.19
picard.usenix.org A (Address) 131.106.3.103
khan.usenix.org A (Address) 131.106.3.106
borg.usenix.org A (Address) 131.106.3.104
guinan.usenix.org A (Address) 131.106.3.17

« What did we learn?
= “special/fun” namestend to be administrative hosts

« ask yourself: what are the names of the hosts for your admin folk?
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DNS Zone Transfer, cont.

= conference.usenix.org NS (Nameserver) cs.colorado.edu
usenix-fw.usenix.org A (Address) 131.106.1.253
mail.usenix.org CNAME (Canonical Name) usenix.ORG
usenix-gw.usenix.org A (Address) 131.106.1.254
db.usenix.org A (Address) 131.106.3.253
mtgusenix.usenix.org HINFO (Host Info) Cpu:Sun 3/80 Os:?
mtgusenix.usenix.org A (Address) 198.4.88.2
fw.usenix.org CNAME (Canonical Name) usenix -fw.usenix.org
gw.usenix.org A (Address) 131.106.3.254
www.usenix.org CNAME (Canonical Name) db.usenix.ORG
ftp.usenix.org CNAME (Canonical Name) db.usenix.org

« What did welearn?
= Another outside name server, hosts that are probably firewall and
gateway systems (usually VERY helpful), also systemsthat are
likely database and FTP servers

152
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DNS Spoofing

n Jizz
http://209.100.212.5/ cgi-bin/search/search.cgi?searchvalue=jizz

[ PacketStorm |

= asmall DNS server
- When gueried responds with bogus info in additional

records
= We have modified it to support general purpose replies (not the
hard coded one that comes with the program)

= heed to get victim DNS server to ask your Jizz server a
guestion
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Running Jizz

= Run Jizz on your system

= Register yourself as an authoritative DNS server for
some (made up) domain
= Query the target DNS server (the one you want to
poison) for aname that only your DNS server (Jizz)
would know the answer to
- dig @target xxx. foobar.com
= send email to “yyy@xxx.foobar.com” through target

= Jizz responds with an answer to the original host
guery AND bogus additional records

154
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Jizz Diagram

1 target.com
DNS request DNS
server=target.com
host1.foobar.com 2
foobar.com
3
1. BIND request to target DNS server JI 77
for host name it can't resolve
2. target DNS server redirects request to
DNS server (Jizz) that CAN resolve the name
3. Jizz server returns name/address information
AND “additiona information” aswell:
like: new address for microsoft or yahoo or WHATEVER!
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Jizz Process Flow

s 1 Jizz hostl. foobar.com
www. bradcj.gov IN A 5.6.7.8

3 DNS Poi son Server — BIND cache vulnerability
Poi son Data: www. bradcj.gov IN A 5.6.7.8
Packet fromtarget : Port 53 hostl. foobar.com

. 2 dig @arget hostl.foobar.com
7 <<>> DiG 2.1 <<>> @arget hostl. foobar.com
: . QUESTI ONS:
;; test. foobar.com type=A, class=IN

4 .o ANSVERS:
host1. foobar.com 600 A 127.0.0.1
:; ADDI Tl ONAL RECORDS:
www. bradcj . gov. 600 A 5.6.7.8
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More DNS Exposures

» Realy, thisisbig stuff:
www.cert.org/incident_notes/I N-2001-03.html
www.cert.org/advisories/ CA-2000-20.html
www.cert.org/advisories/ CA-2000-03.html
www.cert.org/summaries/CS-2000-02.html

= NXT RR exploit (improper validation)
= in BIND 8.2, execute arbitrary code

= SIG RR (improper validation)
=« Ccrash named

« SO LINGER (violate protocol rules)
= pause named up to 120 seconds

« FDMAX (consume file descriptors)
= Ccrash named
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More DNS Exposures, cont.

= Domain Name Registration process in flux
= Used to be 1 registration entity Network Solutions (USA)
for .com, .net, .org., .edu
- Several “testbed” registrars chosen to create more

competitive registration market
= Network Solutions, CORE NIC, registrar.com,
Internet Names (Australia), and France Telecom/Oleane

= currently over 60 active registrars
= WWw.newregistrars.com/activeregs.htmi

= 7 other top-level domains being considered
« .firm, .store, .web, .arts, .rec, .info, .nom
« www.gtld-mou.org
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More DNS Exposures, cont.

= Domain registration problem
- fakemail to Internic (or registry.com or whomever) to
change DNS registration!

(note: | put this comment herein 1999)
= April 2000, over 50 domains “hacked” by forging email to
Network Solutions for sites using email registration which
allowed the “owner” to be changed to a Hotmail email address
= June 2000, www.2600.com had their domain transferred to
register.com using the same technique

» |1SC DHCP client with root exploit
= versions prior to 2.0 patch level 3 and 3.0b patch level 7

W i = = 159
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L_ 5:‘- stem EXPERTS

Even More DNS Exposures, cont.

= More CERT announcements
« http://www.cert.org/advisories/ CA-2001-02.html

prior t04.9.8/8.2.3
= TSIG error handling
= BINDS, execute arbitrary code
=« 2 different ndookupComplain()
= BIND4, execute arbitrary code
= expose program and environment variables
. BIND4 and BINDS8

= http://www.cert.org/incident_notes/IN-2001-11.html
=« cache corruption (on glue records: e.g., top-level domain servers)
on Microsoft DNS servers (NT 4.0 and 2000)
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DNS Medicine

= DNSSec (IETF RFC 2535)

. features
« dataissigned (using SIG and KEY records)
« transfersare signed (TSIG)

= related works
« RFC 2536 : storage of DSA keys, 2537 : storage of RSA keys,
2538 : defines CERT RR, 2539 : storage of Diffie Hellman keys,
2541 : operational concerns

- iSsues
= lots of operational concerns
(e.g., compatibility, scalability, policies)
= gapsin the key-signing chaining
- reference material
= WWW.nNic-se.se/dnssec/
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DNS Medicine, cont.

= BIND version 9.1.2 available (May 4, 2001)

= DNS Security

= DNSSEC (signed zones)
« TSIG (signed DNS requests)

« IPversion6

= Answers DNS queries on |Pv6 sockets
= |Pv6 resource records (A6, DNAME)

= Rewritten code base
= smaller, less complex, attention to coding practices
(e.g., buffer overflow problems)

= Run“ascurrent” BIND version as you can

= Pushyour ISP to run current BIND if they handle your DNS
= how many ISPs do you have?

= Disalow, control, or wrap DNS queries
= Mmany sites use external/internal (split) DNS servers

162
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DNS Medicine, cont.

= Foiling DNS attacks — Jay Bedle

Configuration decisions
= define appropriate allow-transfer and allow-query values
= chroot the server

= HINFO and TXT record decision
= remove from zone datafile or use split DNS

= Header decision
= Obscure or change version—to make it hard for script kiddies

= Other DNS hel P
= Www.acmebw.com/resources/papers/securing.pdf
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What the Hacker KhnOwZ...
about DNS

= DNS exploits are another BIG/HUGE opportunity
= affect many important services (e.g., HTTP, FTP,
TELNET, mail, NFS, Login*, etc.)
= source of many “hacking” efforts
» Inall likelihood, you have to depend on servers
that you don’t manage/own or can assume you
should trust!

= hext...SNMP

164
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Notes.
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Where are We?
» Profiling « Protocols
= Anexample - SSL
= Intrusions - DNS
= SNMP
= Web
= Wireless
« Discovery and DoS = Epilog
= Discovery = Top10ishTTD
= Denid of Service = References
166
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SNMP

= Simple Network Management Protocol

= agents

=« collect data (MIB), provide data to managers, and respond to
commands

= Managers
= interface for controlling and observing agent data

= Four functions
= Qet (read data)
= Set (change data)
- trap (agent send an alert to a manager)
= Inform (manager send an alert to another manager)

W i = = 167
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L_ 5:‘- stem EXPERTS

Default MIB Overview MIB-I1
(Management Information Block)

»  System Group « TCP Group

= Interfaces Group = Metrics, connections
. quantity, type, characteristics = UDP Group

= AT Group = Mmetrics, connections
. interface addressmappings = EGP Group

= |IPGroup = Mmetrics, neighbors
= Mmetrics, mappings = SNMP Group

= |ICMP Group - metrics
= Mmetrics

168
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MIB Group Example

« tcpConnTable OBJECT-TYPE
SYNTAX SEQUENCE OF TcpConnEntry
ACCESS not-accessible { read-only, write-only, read-write}
STATUS mandatory { optional, obsol ete}
DESCRIPTION
" A table containing TCP connection-specific information."
n={ tcp 13}
« tcpConnEntry OBJECT-TY PE
SYNTAX TcpConnEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"Information about a particular current TCP connection.”
INDEX { tcpConnL ocal Address, tcpConnL ocal Port,

tcpConnRemA ddress, tcpConnRemPort }
:={ tcpConnTable 1}
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SNMP Exposures

= Data Gathering

= hardware and software profiles
= dataisdynamic real-timeinformation

= hetwork topology
- dataisdynamic real-timeinformation

= administrative environment characteristics
= datais static and manually defined

= Network management behavior
= modify administrative parameters
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Network Management Behavior
27 Default Parameters that can Change

= System contact, name, and
location

» Interface state (up, down)
» Mediaphysical address
= Network (IP) address

« |P state (gateway
forwarding or not)

= |[PTTL vaue

IP next HOP address
I P route age and mask

TCP state (terminate
connection)

Neighbor state (start and
stop communication)

Enable SNMP traps

Default SNMP community string management:
How about your wireless Access Points?
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SNMP Detection

= SNMP request failures
= snmplnBadVersions

= snmplnBadCommunityNames

= snmplnBadCommunityValues

= snmplnNoSuchNames
= ShmplnASNParseErrs

Good fields to check for generating events or alarms
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SCOTTY SNMP Overview

s SNMP session -address w.x.y.z -community 2ez2ez
-port, -version, -writecommunity, -user, -password, etc.

= SNmp0 get sysDescr.0

= SImpO0 get “sysDescr.0 sysName.0 sysContact.0”
= snmp0 walk x “tcpConnTable” { puts $x }

= SnmpO set [list ipDefaultTTL.0 “254”]

W e
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SCOTTY SNMP Source

= proc SnmpDiscover
{net delay window retries timeout}
{for {seti 1} {$i <255} {incri}
{ set s [snmp session -address $net.$i
-delay $delay -window $window -retries $retries
-community $password -timeout $timeout]
$s get sysDescr.0
{if {"%E" == "noError"}
{set d[lindex [lindex {%V} Q] 2]
regsub -all "\[\n\r\]" $d "" d
puts "[%S cget -address]\t$d” }
%S destroy}
update}
snmp wait}

« | wrap thiswith aroutine to check all historically valid
SNMP community strings from previous projects

N Svetem EXPERT
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SNMP Medicine

=« Community string naming strategy
= should be similar to username/password policies
= Userouter (DM2Z) IP addressfiltering

= Disable SNMP agents on systems not being
probed by network management software

W e e 175
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Medicine, cont.

» SNMPv3 (RFC 2570) - used in conjunction with SNM Pv2
(preferred) or SNMPv1

= Security features
= encryption and authentication
- iSsues
« difficulty in agreeing on a common approach, two approaches
(V2u and V2*) being researched that will blend into an
Advisory Team to create a single common approach

= reference materid
«  Www.snmp.com/snmpv3/index.html
. www.ietf.org/html.charters/snmpv3-charter.html
« SysAdmin, Network Security, May 2000, Vol. 9 #5, Eric Davis p. 43,
“SNMPv3 — User Security Model”
«  Www.networkcomputing.com (use search engine)

= vendors have products “in the wings’ and a survey indicates that most users
(~70%) will not deploy for at least 1 year

176
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What the Hacker KnOwZ...
about SNMP

= Incredibly rich, accurate, and relevant information

= Many organizations either forget about managing
SNMP, or manage it quite loosely

= hext...Web

e 177
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Notes:
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Notes.
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Where are We?
» Profiling « Protocols
= Anexample - SSL
= Intrusions - DNS
« SNMP
= Web
= Wireless
« Discovery and DoS = Epilog
= Discovery = Top10ishTTD
= Denid of Service = References
180
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Web Exposures

= Protocol
. HTTP,HTTPS

= SSL
« Certificates (granting, revoking)
= (DNS) Name lookup

« Web Application Source
= FORMS and page input rewriting
- HTML, ActiveX, Java*, other client-side code

= cookie modification

= on-disk for HTTP
= inmemory for HTTPS

« HTTPserver
= Server configuration exploits
= distribution examples exploits
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Web Protocol - Web Spoofing

= Usedto “take over” an entire site
= you might ask for that!

= Www.anonymizer.com/ (Anonymous surfing)

= €.0., anon.free.anonymizer.com/http://www.systemexperts.com
= Www.shodouka.com/ (View Web in Japanese)

= e.0., www.lfw.org/shodouka/http://www.netscape.com/jal
» Allowstraffic to be intercepted and changed
» Requires some vigilance by user to detect
= detection not likely in mass market situations
does your mother, uncle, mechanic, or neighbor know...
What aURL is? What avalid CERT looks like? What a
fingerprint isfor? How to look at the HTML source?
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Anonymizer
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Understanding URL Deconstruction

« Protocol://host:port/pathnametthash?search

protocol is up to and including the first colon (client: e.g., browser)

host is the host and domain name/IP (DNS)

the port that the server uses for communications (socket connect)
pathname is the URL -path (file) portion of the URL (file system)

hash is an anchor name fragment in the URL, including the hash mark (#)
-- thisappliesto HTTP URLs only (HTTP server)

search isany query information in the URL, including the question mark
-- this appliesto HTTP URLs only: the search string contains variable and
value pairs; each pair is separated by an ampersand (server application)

« Examples

http://www.systemexperts.com
http://www.systemexperts.com:80/index.htm
http://www.intruder.com:8080/http://www.systemexperts.com
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Web Spoofing explained

= Walk through:

the wanted URL is prefaced with the intruder’s URL
normal HTTP protocol will handle this just fine

the intruder site callsthe REAL site and asks for the
requested URL information

the REAL site returns the page as requested to the
intruder

the intruder site massages the data (to change all URL
references) and returnsit to you

W e g - 2 -
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Web Spoofing Diagram

You.Com Good.Com
@

Link

http://bad.convhttp://good.convfile
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Web Spoofing:
How does that work again?
= You, the bad guy, must have an HTTP server that
somehow getsin the middle of the client and the
intended target, to be successful you need:
= Web server 2
- Apache, Netscape, |1S, etc. ‘_
- an P address
= Your server does URL rewriting
= http://www.SystemExperts.com ...ischanged to...
= http://www.intruder.com/http://www.SystemExperts.com
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Web Spoofing Example, cont.

& www_systemexperts[1] - Notepad [=(a]=]

File

Edit Search Help

<TABLE CELLPADDING=8 CELLSPACING=8 WIDTH=788 BORDER=8>
{TR> <t-- white space for readability -->

|

<TD ROWSPAM=18 width="5"><IMG SRC="http://invis._free_anonymizer.com/http://wwu.s5
<TD WIDTH=179 ROWSPAN=18 VALIGH="TOP">
<div class="sm-text"><FONT FACE="Verdana, Arial, Helvetica™ SIZE=1><B>Please e
<FORH HAHE="GOD*' METHOD="GET" ACTION="http://anon.free_anonymizer.com/http://w
<INPUT TYPE="TEXT" NAME="keywords"™ IIZE="20" MAXLEMGTH="120">
<br>
<INPUT TYPE="RADID" NAME="booltype" VALUE="and" checked>
all
<INPUT TYPE="RADID" NAME="booltype' VALUE="or">
any of the words
</FORM></font><{/div>
<div class="sm-text"><FONT FACE="Uerdana, Arial, Helvetica" SIZE=1><b>Who We a
<A HREF="http://anon.free._anonymizer .com/http://wuw.systemexperts.com/profil
<A HREF="http://anon.free.anonymizer.com/http://ww.systemexperts.con/business
<A HREF="http:/f/anon.free.anonymizer.com/http://uwu.systemexperts.com/ss-sa.sh
Ansuwers</A><BR>
<A HREF="http://fanon.free_anonymizer.com/http://uww. systemexperts._con/resall.s
</h><BR>
<BR>
<B>Uhat We Do</B><{BR>
<A HREF="http://anon.free.anonymizer.com/http://uwu.systemexperts.con/ss.shiml
<A HREF="http://anon.free_anonymizer.com/http://uww_systemexperts._comn/projects
<A HREF="htt|J:.uf.ufanun.Free.anlJngmizer.(:l]m..ufhttp:,.uf.ufl.w.lu.l.systemla:::perts.t:lJm.-fprujlif.:r:-i

| Ll
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How do you get in the middle?
« Easy
= DNS Poisoning (if available, direct and easy)
= register aconfusing or false URL entry in asearch engine
(easy but indirect)
= havea“convincing” message using FAX, email, ad, or letter that
encourages somebody to use your site (easy but also indirect)
« Hard
= hack into the target server system (direct but hard)
= youwork for the target server system and are paid lots ‘O money to
do it by the bad guys! (direct, but hard and costly)
190
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How do you get in the middle? Part 11

= Another new approach called:
Web Page Pointer Theft

= people steal/copy your metatag data
= potentially download your entire site!

= then push their site (with your info) into search engines
= end-users get tricked into thinking the “bad guys’ are

offering some desirable service and find themselves

automatically transferred to someplace else

« Www.technoinsurance.com/website.htm

= community.borland.com/devnews/article/1,1714,10429,00.html

©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson
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Web Source Code:
Thingsare REALLY different now

« Web applications are fundamentally different than
historical business applications

= much of the codeison-line
= input data comes from an unpredictable source
= morelikely that bad guys have access

» Classes of problemsinclude

= Special charactersand practices
= threshold input handling
= modified pages

= SErver exposures
= validation of forms, format, and input

©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson
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Special Practices Example

= Web Bugs
« also known as transparent GIFs
= Simple embedded code has unexpected consequences
references other (server) sites
= your system receives “unknown” cookies
=« Code
« <HTML><BODY><CENTER>
<IMG SRC="http://www.tool zone.com/isuite/bin/counter.cgi?
UID=TZ045288& APPID=webveil" border="1" >
</CENTER></BODY ></HTML>

A CATempestbim| - Microsoft Ime_.. [P [=]1E3
| Fl= Edi Yiew Favoiee Tods v“

Thereit igl!
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Threshold Input Handling Exposures

= Unintended understanding of security
characteristics
= JavaScript code defines password characteristics
= length, type, quality, life expectancy
= Unintended security design

= implementation doesn’t match design
=« credentials only checked once

= Server doesn't revalidate EVERY THING
. formsdata
- forms ACTION references
= (re)authentication (e.g., User ID)

194
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Modified (client-side) Pages and Examples

»« Change client-side HTML source
= download page
- savetodisk
- edit page
- reload into browser
= Sendto server

« file="/etc/password” vs. file = “http://url”

« file="http://url/cgi-bin/” vs. file = “http://url”

« <Input TYPE=HIDDEN NAME="CHK_PSWD"
VALUE="NQ" SIZE=0>

«» <AREA SHAPE="RECT" COORDS="15,170,290,228"
HREF="/directory/page-code?USER_1D=1070">

W e e 195
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HTTP Server Exposures Issues

= Used to exploit problems in the server code itself or
to exploit problems with the release distribution

= read files outside of server area
= download server side scripts
= execute arbitrary commands
= Exploits are normally the focus of hacker groups
and well publicized
= For most people, only requires ability to find, read,
and recreate exploits

- thatis, it'seasy for script kiddies to copy
= €.0., whisker

196
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(Old) HTTP Server Exposures Examples

= CA-97.24 Count CGI Program
= Www.cert.org/advisories/ CA-1997-24.html
= dlowsindirect file references

=« What doesit look like?
= http://your.host/cgi-bin/Count.cgi?
display=image&image=../../../../..I..Ipath_to_gif/file.gif

= Thought thiswasold...but, if you forget to Chroot
server_root...same thing can happen

W e e 197
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(Newer) HTTP Server Examples, cont.

« 11S4.0
Administer site through http://localhost:5416/
= allowsviewing of al directories (not files)
- What doesit look like?
= http://site/scripts/iisadmin/bdir.htr??2d:\webs\
« 11S4.0
Sampl e pages section has active server page that supports
virtual paths
= alowsaccessto any file on the same drive (need to give exact
name)

= What doesit look like?
= http://sitefiissamples/exair/howitworks/codebrws.asp?
source=/../../boot.ini
. YOW!
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(Newest) HTTP Server Examples, cont.

= Windows 2000 & 11S5.0
| SAPI extension to support Internet Printing Protocol (I1PP)
- buffer overflow that allows executing arbitrary codein the Locd
System security context: i.e., CONTROL
= approximately 6 MILLION sitesvulnerable
= What doesit look like?
« GET /NULL.printer HTTP/1.0
Host: [buffer]

Where [buffer] is approximately 420 characters
http://marc.theaimsgroup.com/?A =bugtrag& m=98874912915948& w=2

Program out there called jill.c that demonstrates the overflow

W e e 199
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(Newest) HTTP Server Examples, cont.

» Cisco IOS HTTP server authentication vulnerability
= |OSusing local authentication
(i.e., not TACACS+ or Radius)
= execute arbitrary commands at the highest level (15)

= What doesit look like?

= http://<address>/level/ X X/exec/...
« XX isbetween 16 and 99
« al releases 11.3 and LATER are vulnerable

« What to do?
- disable HTTP server (i.e., configure terminal “noip http server”)
= Use TACACS+ or Radios
= install fixed upgrade

200
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(Newest) HTTP Server Examples, cont.

» CodeRed: I1S4.0and 5.0
= Buffer Overflow In I1SIndexing Service DL L

http://www.cert.org/advisories/ CA-2001-13.html

http://www.cert.org/advisories CA-2001-19.html

http://www.cert.org/advisories/ CA-2001-23.html

http://www.cert.org/incident notes/| N-2001-10.html

http://www.cert.org/incident notes/IN-2001-09.html

http://www.cert.org/incident notes/IN-2001-08.html

= Web site defacement and possible performance
degradation

= ...0h and execute arbitrary commands too
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Offline Browser Technology

= Making it easy to review aWeb site off line...ina
way that probably wasn’t intended

Web Snake

NavRoad

Black Widow (works with https!)
WeBCopier

Web VCR

Web ZIP

Offline Explorer

DISCo Pump
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A

Using Off-line Browsers
Web |

Web
Site
Copy

search tools:
compare to \
P browsers

previous successes

203

©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L_ 5 ¥s tem EXPERTS

What the Hacker KhnOwZ...
about the Web

= Web Spoofing is a BIG/HUGE opportunity
= lotsof “hacking” efforts to increase the ways to do
spoofing
= Many network applications are not rigorously
tested for input handling issues

= Web coderevealsalOT about design, intention,
conventions, and expectations of the server

= hext...Wireless

204

W e e Y e
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L_ 5 ¥s tem EXPERTS




Notes.
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Where are We?
» Profiling « Protocols
= Anexample - SSL
= Intrusions - DNS
« SNMP
= Web
= Wireless
« Discovery and DoS = Epilog
= Discovery = Top10ishTTD
= Denid of Service = References
206
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What is Wireless

10 mbps
Spread
4 mbps Spectrum
WLAN
2 mbps
- 1 mbps
128 kbps @
O 56 kbps
19.6 kbps Circuit & Packet Data
9.6 kbps Narrowband WLAN @
Local Wide
Coverage Area
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= 2.4 GHz band = Peer-to-peer
ak.a Ad-Hoc
= 1-11Mbpsfroma ( . ).
] . official nameisIBSS,
distance of about 150 to . .
2000 f ith il Independent Basic Service Set
eet (Wlt out speci = Nno Access Point (AP)
antenna) . i.e, with just your wireless
Home business and client cards
| | . .
. =« BSSor Basic Service set
business markets .
= Uusesan AP to connect clientsto
awired network
« ESS or Extended Service Set
= usesmultiple APs
= clients may roam between APs
208
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EXxposures

Technology problems

Theft of hardware

Eavesdropping

|nsecure configuration information
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Technology Problems

= What does “technology” mean?
= Thecurrent state of common hardware and software

solutions, examplesinclude
= protocol issues
= theraging debate over WEP
= interoperability issues
= the Gapin WAP
= Specification issues
= WEP doesn’t encrypt the SSID and, in general, management
packets
= configuration issues

« default AP is WEP disabled, open authentication, default SNMP
community string
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The Gap in WAP

= Not to be confused with WAP Gap
= ...which is hundreds of millions of devices

that are NOT using WAP
= What isthe Gap in WAP?
= WAP handset to WAP server handled by WTLS
- WAP server to Internet handled by SSL
= Once decrypted by WTLS, datais exposed until it isre-

encrypted by SSL
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L‘_' 5}'%|{'!II]'."{F'|:H'|'5 211
Gap in WAP
_[E WTLS
HTTP . SSL L ?j;_i e___ms__ . :-
SERVER WAP Gateway Clien
L, Encrypt | +—| Plain Text |<«— pecrypt WL,
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Theft of hardware

= Wireless stuff is small
= Wireless cardsfit in a shirt-pocket
- Most of the APsfit in ajacket pocket or are easily hidden

in any kind of bag
= should they be tagged like clothesin a store?

= Cisco 340 cards write WEP keysto the card

» If alaptop were stolen, how long would it take to
re-key your Wireless network?

= APshave WEP Keysin them
- Dataisstored locally

W i = = 213
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Eavesdropping

= Indirect: listening to the network that the wireless
access point is connected to (PROMISC)

- Remember: WEP only encrypts data between the client
and the access point!

= Quite frankly, thisis what most people are doing when
they talk about “sniffing wireless”

= Direct: listening to the airwaves (RFMON)
= Sender can not detect eavesdropping

= Frequency band largely determines range
= itisquite possiblethat it goes outside the building
= Special electromagnetic shielding is needed to “stop” |eakage

214
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Eavesdropping, Indirect

& Snoop packet capture - Hotepad =] B3

File Edit Seach Help

Eolaris# snoop -d elx8 -x @ =]
Using device /dev/elx {promiscuous mode)

laptop -> e2.edit.vip.dcx.yahoo.com TCP D=88 §

a: B0cAd 7b7d 7Fai15 6848 962a 4669 6880 4508
WG4 6572 2d41 6765 Ge7h 3320 4dG6F Fa69 6GChC
480: 612F 342e 3020 2863 6F6d 7061 7469 6260
496: 653b 264d 5349 4528 352e 353b 20857 696
G12: 64b6F 7773 20839 383b 2057 696e 2839 78209
G28: 342e 3930 290d Ba48 6F72 7h3a 206c 6FG6Y
4l 6%6e 279 6168 6F6F 2e63 6F6d BdBa 436

-.{}z..@.=@i..E.

er-Agent: Hozill
af4.8 {(compatibl
e; MSIE 5.5%; Win
dows 98; Win 9%
4.98)..Host: log
in.yahoo.com..Co

784: 6f6f Z2eb63 6f6d 2532 4626 6cHF 6769 Gedd

oo.comz2F&login=

g00: 6272 6164 ———— 2670 6173 7377 643d 6272 brad--&passwd=br
g16: 6164 ——— ——- ad Ba
e2 . edit.vip.dcx.yahoo.com -> laptop TCP D
] A7
) ! ) a i cpprTe 219
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Eavesdropping, Indirect or Direct
Sniffer Wireless - Local, 802.11 Wireless LAN [Line speed at 11 Mbps) DS Chann Level .. [Mi[=]E3|
",_- File Monitor Capture Display  Tools Database ‘Window Help —|F ﬂ
» i ﬁ Default -
|Source Addiess | Dest Address | Summary | =l
[ Airont29A574 | Airont2A7BC3 [802.11: 11.0 Mbps. Signal= 0¥, Acknowledgment (ACK
] [10.0.0.9] [10.0.0.5] TCP: D=1072 S=80 SYN ACK 3125511174 SEQ=2572229053 =
[ AirontZA7BC3 | Airont29A574 |802.11: 11.0 Mbps. Signal= 5%, Acknowledgment (ACK
CJ|[10.0.0.5] [10.0.0.9] TCP: L[=80 5=1072 ACK=2572229054 WIN=17520
[ Airont294574 Airont2A7BC3 |802.11: 11.0 Mbp=., Signal= 0%, Acknowledgment (ACK
I [10.0.0.5] [10.0.0.9]  HTTE: C Port=1072 GET -SetWEP Heys shn?ifIndex=2&Re
[ Alront 294574 | Airont2A7BC3 (802 .11: 11.0 Mbps., Signal=16G5¥, Acknowledgment (ACE ;I
B9 802 .11: 11.0 Mbps, Signal= 0%, Data =
#- % LLC: C D=4k S=4A UI
+ &¢] SHAP: Ethernst Type=0800 (IFP)
+ 8% IFP: D=[10.0.0.9] S5=[10.0.0.5] 1LEN=486 ID=450
-4 TCP: D=80 S=1072 ACK=2572229054 SEQ=3125511174 LEN=466 WIN=17520
=-%% HTTF: ———— Hypertext Transfer Protocol ————
HTTE:
HTTP: Line 1: GET ~SetWEP_Kews. shn?ifIndex=2&Refererlist=http:~-10.0.0.9
HTTF: etup.shm HTTE-1.1 =
<] - | L
R e =
000001b0O: 45 20 35 2e 30 21 3b 20 &7 69 6e 64 6f 77 73 20 E 5.01; Windows
000001c0: 4= 54 20 35 2= 30 29 0d 0a 48 6f 73 74 3a 20 31 WT 5.0). Host: 1
000001d0: 30 2e 30 2= 30 2= 39 0d Oa 43 6f 6e 6e 65 63 74 0.0.0.9 __Connect
000001le0: 69 &6f 6= 32 20 4b 65 65 70 2d 41 6c 69 76 65 Od :
0ononifn: na FEANZENZENEENEENF2NEaNEN eI ANEaNEENEENEaNEl ;
goooozoo: 42 el 73 69 63 20 63 47 4 Ba 4f 6d 70 76 61 47 Basic cGHiOnpvas :J
oooonzio: 35 ¥a B2 32 34 3d 04 08 0d 0Oa 5zbzd=_ . -
Expett » Decode A Matri: A Host Table A Protocol Dist. A Statistics
For Help, press F1 % As =y ﬂ 46
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Indirect or Direct, cont.

= [ake sniffed data

« From wired or wireless network
= CGNjOmpvaG5zh24=

= Apply just the right function
- use M ME: : Baseb64();
$string = M ME: : Base64: : decode( $ARGV[ 0] ) ;
printf("Password is $string\n");
= Look a the results
perl base64.pl cGNjOmpvaG5zh24=
Password is pcc:johnson
= hmm...Basic Auth isn’t as helpful as you thought

T e .
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Eavesdropping, Direct

'_:'».mlr'ur Wirele sx - Local (Log off rsde) - [Basa: futbenticstion HTTP Begeust,caps :w' i ’ ‘Jﬂlﬂ
M Gl Mortor Caprure Ceplsw Iook [atshece  Sindosy Heip =181 x|
[ Jra [5idus |5m|:uhdd‘u-w|l?'u:ll‘.dm |5I.Irma_',' ILm[FIFm T |Ddia Tive [Aibs, Tima =]
:|2£||B] [10.0.0 9] [1D. 0. 0.5] D=1 STH ACE=21 UFe (0:00:01 [0.001 I 04-02-2001 03:2
211[e Airont2A7E Airvont 294E 902 1i: 11 R P'hp= Signal= cx 10 |0:00:01 |0 00D I 04-02-2001 O3 2
2-:||E~ [10.0.0.8]/[10.0.0.9)|TCF D ACE= 472 |0:00:01 |0 000 & 04-02-2001 03F 2
%gg L& h:runh‘i‘ﬁE h:l.::\:lnt-Zh?EﬂlJ"ll: 11 |J HII:!. Siznsl 10 10:00:01 |J oo L 04-05- E‘I:IIIIL 032
| Pk P By = O T o — .-m.-l, A
L4 IIC: 1 = To Diztributiom Sesten x|
-_'* - 0., = Hot Erowm Distribution Systen
L Do a = Last Eraguent
o4 DI i} = Hot retey
L4 DI i} = dotive Hoda
4 bLZ a = o scra data
ot DLC 1] = Vired BEquivalesnt Priwacy iz off
R 0 = Hot ordered
J DILZ Duaration = 117 [1n microsacondsz)
{3 DT B=sic Service Seb ID = Skakion diTont23&5Th
w3 M Source Address = Stabion AdiTontZhTECE
=3 P15 Destiostion Address = Skabion AiTontE?ASTH
-4 DIC  Ssgqu=nce Conotrol = OxE3IF0 id|
0oaaaQao0; 08 0L 75 00 00 40 36 23 af 7a 00 40 36 2= Th o3 l!l]!"z [TEE#Y ﬂ
gooopolo: DOT40TSETE Al Tn E0 2% aa aa 03 00 00 OO0 08 00 El]'.fz
gooopozo: 4 1 fa 01 L0 Do b=l d=
goooooan: « S 04 20 00 50 % FRT
ooonon4n: si 147 sl 3B 00 00 4 20
goononsn: 57 4 E 4l . bd
it Sl d D
- g 1 =
0 P AG Td i it ol
":EWP".-"LD'W*J"
For Help, pressFL =] 1 b

e - g o 2 -
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Eavesdropping, cont.

219
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Insecure Configuration Information

= Where does the client store the information?
« Cisco: Onthe card -> so steal it

« Lucent:

= on Windows, it’sin aworld-readabl e registry key -> so copy the
values and import them into your configuration
= onother OSs, it'sstored in afile

= Other cards are storing the data someplace too ©

= Let'stakeacloser look at the Lucent Windows
example

220
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Lucent Client Registry Entries

& Registry Editor =10l x|
Registry  Edit  Wiew Favorites Help
1 o003 o] [ Name | Data -
] 0004 (Default]l (value nok sek) SSI D
1 0005 [28]aPMade 000000000 ()
1 0008 CDnFigName OFficel &M
:' Booz [2¥]createlnss 000000000 {
DesiredSSID HardZGuess
Encrvption GFTILEA]DSMADZY el lbdfn, e, VF{FRZIESHHEHWE, +GE =, TN

ii8 | MicrowaveRobus, .,

-2 MDI i Netwu:urk.ﬁ.ddress

000000001 (1)

R s Netwnrkwpe 000000000 (0) Obfuscated
4D36EI74-E325-11C OWHSSID

4D36EITS-EZ25-11C PMEnaI:.Ied 000000000 (0 or

4D36ES77-E325-11C  |BE]PortType 000000001 (1) |
4D36E976-E325-11C  |[RE]RTSThreshald 000000920 (2347) en Crypted

4D36EI7I-E325-1 1c|;| @SvstemScale 0%00000001 (1)
4

4| | 3

WEP Key e

[My Computer\HKEY_LOCAL_MACHIMELSYSTEMCurrentControlSet| ControliClass| {4036E972-E325-1 1 CE-BFC1-08002BE1 2

221
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Registry Permissions

Security |
Mame I bd.. |

tﬁ Administrators [COMPAR ZKPR DN dministr....
€7 CREATOR OWNER
ﬁE Fower Uzers [COMPARZKPROYP ower Us. ..

Remaove |

|~ Any authenticated user

€7 SvSTEM

ﬁ [COMPAQIZEPROM sers)

Permiszions: Allow  Deny e Can read and Copy
e <« | this data ®
Full Contral O O

Adwanced... |

™ Allow inkeritable permizzions from parent to propagate to this

object
oK I
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Wireless Medicine

« Enable WEP E

= Changethe SSID .

= and changeit to something .
good

= Disable broadcast
= Otherwise, your SSID isthere
to seeand it wantsto
associate with any clients
near it
= Change the password on
your AP

= Periodically survey your
site

Use MAC addressfiltering
Reconsider using DHCP

Consider using fixed |P
addresses for your wireless
NICs

If you really need data
privacy or confidentiality,
look into other application
level mechanisms like SSL
or VPN technologies
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What the Hacker KhnOwZ...
about Wireless

» Deployment isamost too easy, many
organizations don’'t harden their environment

= It'sanew space, many people don’'t understand

theissuesinvolved

= next...Epilog
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Notes.
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Notes:
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Where are We?

« Profiling = Protocols
= Anexample = SSL
= Intrusions - DNS
- SNMP
- Web
= Wireless
« Discovery and DoS =« Epilog
= Discovery = Top 10ish TTD
= Denid of Service - References
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L‘_' 5:‘-"*“-'!“ EXPERTS 227
Top 10ish Things To Do
= Tools
= Vvulnerability testing: Nnessus or nsat
= HTTP CGlI checker: whisker
= OSidentification and
special scanner: nmap
- IDS: network (e.g., snort) and
integrity checker
(e.qg., Tripwire)
228
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Top 10ish Things To Do, cont.

« Development

= Use some scanner to create atemplate profile of your important
systems: run the scanner every day and generate an alarm/email i f
theresults are different

- Definealist of 5-10 important issues and create/use any kind of
script/program you can to check the logs for those things

= Upgrade every version of BIND you can to the latest version
(yours, your neighbors, your 1SP)

= Ifyou'reusingllS...install al upgrade fixes, remove (if possible)
all default/example software, and run assessments tool s against
your site...constantly!
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Top 10ish Things To Do, cont.

= Process

- Reduce the number of versions you have for every
major OS, application, and library

= Develop al-page “What To Do” checklist in the event
of an intrusion for your administrators and their boss

- Create a clone of your important systems,
configurations, and applications

= Do at least 5 of the things on the Wireless Medicine

page

W e e Y e
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Remember the Themes

..\What to Watch for

= It'sthe protocols
« DDoS
« Another bunch of DNS
exploits
= Continued problemsin RPC,
NetBIOS, POP, Imap, and
Bind

= SSL
= Moreforged keys
= Certificate granting and
revocation issues

= Web Applications
= Serversnot handling
modified forms/pages from

= Intrusion awareness client
= New wireless hacking = Moreclient-side language
techniques problems
= More“clever” viruses,
macros, Trojan horses
©Copyright SystemExperts Corporation 2002 and beyond. Network Security Profiles version 2.30. Brad C. Johnson L‘_' 5 yatem EXPERTS 231
The End.

= Profiling isabig part of being prepared for an

intrusion

= Executing many of the available profiling tools or
techniques requires little actual knowledge

= Therearealot of tools, techniques, sites, and
Initiatives that you can use and should be aware of

= Thehacker KnOwZ alot

= check out the What the Hacker KnOwZ pages for a

quick reference
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Where are We?

« Profiling
= Anexample
= Intrusions

» Discovery and DoS
= Discovery
= Denial of Service

= Protocols
= SSL
. DNS
- SNMP
= Web
= Wireless

« Epilog
= Top10ishTTD
- References
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REFERENCES

Mailing Lists
Books

Incident and Response Centers
Intrusion Tools
Security Tool Libraries
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Incident and Response Centers

« CERT

« Www.cert.org/

« CIAC

« ciac.llnl.qov/

= FIRST - association of response teams
= www.first.org/

W i = = 235
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Intrusion Tools

= Mscan - limited but powerful exploit assessment
Sscan - Mscan derivative, more powerful
= packetstorm.decepticons.org
Scotty - protocol agents (rpc,snmp,http,udp,etc.)
= Wwwsnmp.cs.utwente.nl/~schoenw/scotty/

Nmap - many types of scans
= WWW.insecure.org/nmap/index.html

eEye Retina Scanner
= Www.eeye.com/html/Products/Retina/overview.html

236
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Intrusion Tools, cont.

= SATAN/SAINT/SARA - exposure assessment
= Wwww.fish.com/~zen/satan/satan.html

=« SAINT - SATAN derivative
= WwdsiIx.wwdsi.com/saint/

« SARA - another SATAN derivative

=« WWw-arc.com/sara/

= CURL - URL grabber
. freshmeat.net/news/1999/08/27/935751207.html

= Whisker
« Www.wiretrip.net/rfp/p/doc.asp?id=21& iface=2

W e e 237
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Intrusion Tools, cont.

= Typhoon

« http://www.nextgenss.com/

« Nsat
« packetstorm.securify.com/UNIX/scanners/indexdate.shtml
« Mmixter.warrior2k.com/

= Nessus
« WWW.nessus.org/

238
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Intrusion Tools, cont.

|SS - Internet Security Scanner
= WWW.iSS.net

NetRecon
= Www.axent.com

NetRanger

= WWW.Cisco.com/warp/public/cc/pd/sgsw/saidsz/index.shtml

= Kane Security Analysis
= WWW.intrusion.com/Products/analystnt.shtml
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Security Tool Libraries

ftp://ciac.lInl.gov/publ/ciac

ftp://ftp.win.tue.nl/pub/security

ftp://ftp.nec.com/pub/security

= www.aw.nih.gov/Security/

sites.inka.de/linalfreefire-1/tools.html
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Mailing Lists and related Courses and Sites

= Bugtrag mailing Lists
= bugtrag: Go to www.securityfocus.com/

= ntbugtrag: Go to www.ntbugtrag.com/

= Related Courses

= LISA, SANS, USENIX: ook for...
= How to Audit Web-Based Applications, David Rhoades
= Hacking Exposed: LIVE!, Eric Schultze, George Kurtz
= Security Auditing with PERL, Dan Klein

W i = = 241
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Hacking Sites
WARNING

= Use protected/private network

= Use protected/private host
- that you are willing to SCRUB

= Don't accept binaries
- look at the code

242
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Books

» Hacking Exposed
by McClure, Scambray, and Kurtz

Paperback - 550 pages
(September 1999)
Published by McGraw-Hill
ISBN: 0072121270
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Books, cont.

= Maximum Security : A Hacker's Guide to Protecting
Y our Internet Site and Network
by Anonymous *

Paperback - 829 pages 2nd edition w/cd-rom
(September 1998)

Published by Sams

ISBN: 0672313413

Note*: “Anonymous’ ...give me abreak!
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Books, cont.

= Maximum Linux Security : A Hacker's Guideto
Protecting Y our Linux Server and Workstation
by Anonymous *

Paperback - 800 pages w/cd-rom
(October 1999)

Published by Sams

ISBN: 0672316706

Note*: “Anonymous’ ...give me abreak, again!

W i D E—— 245
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Books, cont.

= Windows 2000 Security Handbook
by Phil Cox and Tom Sheldon

Paperback - 700 pages

(November 2000)

Published by Osborne McGraw-Hill
ISBN: 0072124334

e e 246
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Books, cont.

= White-Hat Security Arsend
by Aviel D. Rubin

Paperback - 330 pages

(June 2001)

Published by Addison Wesley
ISBN: 0-201-71114-1
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Brad C. Johnson
Vice President

Brad.Johnson@SystemExperts.com
401-348-3099 direct

401-348-3078 fax

978-440-9388 main

http://www.SystemExperts.com/
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THE REAL END!

= Thank you for attending!

= Thank you for your comments!

= http://www.SystemExperts.com/tutors/profil es.pdf

= Pleasefill out the Instructor Evaluation Form!!
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